CERTIFICATE POLICY &
CERTIFICATE PRACTICE
STATEMENT

EEEEEEEEEEEEEEEEEEEEEEEEEE
VVVVVVV

tinexta
infocert




ICERT-INDI-FEA Version 1.8 - 28/05/2025

CONTENTS
1 INTRODUGCTION L.ttt ettt ettt ettt ettt b et s et s e et e st et et es et e s et e s et e st b emeebemtes et en e et eneebeneesenteseteneaseneenenea 7
LR @ V=T o V= ST OPTUTOPRRORT 7
1.2 Document name and identifiCation ..ottt st e et saene 7
1.3 PRI PArTICIPANTS c.eitiitiiiiiisiesie sttt sttt st b s bt bt s bt bt s bt s bt s bt s bt s bt sb e s bt e bt s bt ebeebeebesbeebeebeebeeneas 8
1.3.1 Certification AULNOTILY (CA). oo ittt sttt ettt sttt b et b st ebe st b et e bt e b et sesbe st sbe e ebenaebennes 8
1.3.2 ReISTration AULNOTILY (RA)...ciuiieiriee ittt ettt ettt sttt st et b et b et sbe st sbe e ebenaebesbenesbens 9
133 SUDJECE ettt b bbbt b et bt b s bbbt bbbt bRt e bt b et e bt b st b e st ebe e ebe e ebetes 9
134 L L= TN 9
1.3.5 AAPPIICANT .ttt b s bbb bt s bbb s b s b e s b e s be e Rt ebe e b e s bt ebe s b e ebesbeene 9
1.3.6 AULNOTTTIES ..ttt sttt e b st sb et bt e bt bt st sne st ennt 10
T4 CITIfICAtE USAEE . ueuiiieerriietirieiirieestete ettt ste st e st et et e st es e sbesesbesesbe e ese st esesbesessenees et esessesessesesbeneesesesessesessensesensesensan 10
1.4.1 AULNOTISEA USES...ciiiiiiiiiieiictne ettt st sttt sa et bt s bt b st ene st snent 10
1.4.2 UNAUENOTISEA USES ...ttt sttt sttt st sb et eb et nen 10
1.5 Policy Administration
1.5.1 Administrator of the Certificate Practice Stat@mMent.......coccveveireineineneeere et 10
1.5.2 CONTACES vttt ettt ettt b e bt bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt s bt e bt e bt e bt e bt e bt e bt e bt e bt ebeenees 10
1.5.3 Persons responsible for approving the Certificate Practice Statement.......ccceevevereenennenieieneeneenane 11
1.5.4  APPIOVAl PrOCEAUIE ..ottt ettt ettt b bbbt s b et b et e bt st e st sbeaeebe st ebe st ebesbenesbeneebeneerensan 11
1.6 DefinitioNS @Nd @CIrONYMS ..c..cuiiiiiiiiiietitet ettt sttt b st b s bt be b et e bt sbe bt s b e st e be e eb et ebesbesesbeneebentenensen 11
1.6.1 DETINMITIONS .ttt ettt b bbbt s b et b et e bbbt st a e s b et b et e b et bt b e bt s b eaeebe s ebe st e bt ebeneebene 11
1.6.2  ACronyms and @bbreViationS .....co.civieirieiiirieie ettt ettt sttt b et b st ettt s be e b s b een 13
2 PUBLICATION AND REPOSITORY RESPONSIBILITIES ....ccutrieutrteieieieieietteteieeeeneeteeeseseeseste et neeseneese e s esseseeseeeseneesenees 14
2.1 ATCRIVING ettt ettt b bbb a e s bt b et b et e b bbb Rt b et b et e bt bbb e Rt e b et e b et e b et e bt e beneebentebenee 14
2.2 Publication of certification iNfOrMatioN ... ..ottt st 14
2.2.1 Publication of the Certificate Practice StatemMent.......coccceveierieririnieirie ettt sae e 14
222 PUDIICAtION Of COITITICAtRS ..vveviirieiet ettt ettt et ee 15
2.2.3 Publication of certificate revoCation lISTS. ... ...eecrrereirrieieirrieeerere ettt ee 15
2.3 PubIlication period OF frEQUENCY .....ccveciveireieeieertee ettt e sttt st s e e se s sa e esessesessesesseseesassesessesessenessansesenes 15
2.31 Certificate Practice Statement publication freQUENCY .....ccveeriririeirieereeseeese et ns 15
23.2 Certificate revocation list publication freQUENCY .......cocvviririririninrereseesese sttt 15
2.4 PuUbIiC archive @CCESS CONLIO ....c.ioiiiirieiricirieeiee ettt st st n et a e sre e ne s 15
3 IDENTIFICATION AND AUTHENTICATION ...c.tiieieiieteieteietenteneeteeeseseesesaesessesesseseeseseeseneesensesessesessessesensesessesensessesenessenees 15
o2 I A\ F=Y 0 01 = OO OO SO U ST S PSP SRPRPN 15
3.1.1 NAIMIE TYPES .ttt sttt see sttt et s bttt et s bt e bt eat e s bt e bt e aseshe e bt e aseshe e bt easesaee b e easeshee bt easesaeeseensesasenseensesnsens 15
3.1.2 The Name MUSE AV @ MEANING ....vviviriririserererese ettt sbe s b sbesbesbesbesbesbessessesseens 15
3.1.3  Applicant anonymity OF PSEUAONYM ....cc.iviiirieirieirieenietetestet sttt sb sttt be st sttt et ebe st e b sbeneebe e ebenes 16
3.1.4 Name type INtErPretation MUIES .....civ ittt sttt sttt ettt st be e sa e sbesesbene 16
3.1.5 NGIME UNIGUENESS ..cuveviiiitiitisiesie sttt sttt sttt sttt sb e sb e sb e sb e s bt s bt sb e s bt sb e s bt s bt s bt s bt s bt s b e s bt sbesbe s bt sbesbesbesbesbesbesbeebeeneene 16
3.1.6 Identification, authentication and role Of tradEMAIKS......cvueivviei ittt seraeeeseareessseeesns 16
3.2 INitial IdeNTITY VAlIJAION .oveuiiiiieiiieieee ettt ettt sttt b bbb bttt sb et b bbb e bt st aesbe st be e 16
3.2.1 Method for demonstrating possession of the private Key ... 16
3.2.2  Authentication of the identity of OrganiSations.........coccvirieinieiineienereeeere e 17
3.2.3 Identification Of NAtUIal PEISONS .c..iviviriiirrr s sbesbe s e sbesbesse e 17
3.24 Identification Of |€8al ENTITIES....cccivivirirer e be s e ssesbesse e 20
3.25 Unverified Subject or Applicant infOrmMation ... 21
3.2.6 AULNOTITY ValIATION . c.iitiitiriririssserr e s s s b st sbesbesbesbesbesbesbesbesbesbesbessnsnnens 21
3.3 Identification and authentication for re-Key reqUESES......ccviviriririninenensese s sieene 21
3.3.1 Identification and authentication for key and certificate renewal .........cccovevereniiniininienienienenseseeene 21
3.4 Identification and authentication for revoCation rEQUESES .....cccvivereririninienenesese e eieene 21
3.4.1 REQUEST DY The SUDJECE ...iiuiiiiiirisesersrs bbb s b s sbessesbasbe s e ssessassasseene 21
3.4.2 ReQUESE DY The APPIICANT c..eiitiiieietee ettt sttt sttt b ettt st be s b e b sb e sbesesbens 22
4  CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS ..ottt et se e s e s ese e sseneeseneas 22
A1 CertifiCate APPICATION...coi ittt b et b st b et bbb bt b et b et be b seebenesbent 22
4.1.1 WhO Can requeSt @ COITIfICATR ittt st sttt ettt be b nes 22
41.2 Registration procedure and respoNSIiDIlItIeS.......cccivieireirieinirrere et 22
4.2  Certificate APPlICAtiON PrOCESSING......coviviriirieiirieirieerietetertet sttt sttt ettt sttt b ettt b st sbe s be e ebe st esesbenesaens 23
4.2.1 Information to be provided by the SUDJECE.......ccviviiirieiee e 23

pag. 2 di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

422 Identification and authentication fUNCLIONS. ..ot sane 24
423 Certificate request approval Or FefUSal.......cccoeirireireireee et 24
4.2.4  Time permitted to prepare the certifiCate reqUEST .......ccveiireireinc et 25
4.3 CertifiCate ISSUANCE ..ottt ettt sttt b et b bbbt s b et e bbbt s b e bt s b e st s b et eb e e eb e st esesbenesbeneebetesessenesbens 25
4.3.1 CA's duties dUring CertifiCate ISSUR ......ivi ittt ettt b et b e s b nes 25
43.2 Notifying Applicants of CertifiCate ISSUANCE ......ccciveireiriereeeerct ettt sae e 26
433 ACTIVATION .ttt st b e bbbt bt bbbt bbbt bbbt be bbbt st ere et 26
A4 CertifiCate ACCEPLIANCE .ottt ettt b et b st b et s bbb bt s e bt s b et s b et eb et eb e st esesbenesbeneebetebesbenesbent 26
4.4 Conduct implying CertifiCate aCCEPLANCE......ccovviririeire ettt ettt be e se s besesbeneesenes 26
4.4.2 Publication of the certificate by the Certification AUTNOIItY .....cccovveirieireririreeeeese e 26
4.4.3 Notifying other subjects of certificate publiCAtioN ........cccoveiriririncire e 26
4.5  Key Pair and CertifiCate USAZE.....ccverireriririeirieirieesietstestesessesessesessesessessesessesessesessensssessesessesessensesensesessessssenessens 27
4.5.1 Use of the private key and certificate by the SUDJECT ..ot 27
452 Use of the public key and certificate DY ENA USEIS .....cccivieirieireinienieinieenieesieesreseeeseesessesessessesessesenses 27
453 Limitations Of USE @Nd VAIUE .....co.cu ittt ettt bbbt ee 27
4.6 CertifiCate FENMEWA ..ciiiiieeeeieriet ettt b bbbt b bt b bt s bbbt st b b et st bebeatntesenen 27
4.6.1 REASONS fOr FEBNEWAN ..ceiiiiiieeteet ettt b bbbttt b et b et b et ae s bt s be e e b et ebesbesesbene 27
4.6.2  WhHO CaN rEQUESE FENEWAN ....eiuiuiiiiiitiieiirieierietste ettt sttt b sttt s b et b et e bt b s be st sbe e ebe b ebestesesbenesbens 27
46.3 CertifiCate rENEWAI FEOUEST....c.ciuiiitiietirtet ettt ettt sttt b et b sttt s b et ebe st e st st e e sbe e benes 28
A7 CertifiCate RE-KOY....oirieirieirtiietestet ettt ettt b bbbt b et b et b et b s b bt s beae s b et eb et eb e st esesbe st sbe b ebenbesesbenesbent 28
4.8  Certificate MOGITICATION wuiiiicireeirte ettt b sttt s b et bt e bt sbe st s be st s be e ebe s ebesbenesbent 28
4.9 Certificate RevVOCAtioN aNd SUSPENSION ...ivueuirieuirieirieintinteierieit ettt ettt et sbe e be st sbestebesbe st sbesesbentebessesessenessens 28
4.9.1 REASONS fOr FEVOCATION ....itciiteitetet ettt sttt b et b bbbt b et b et e b et et sbe e ebe s ebesbenesbenesbens 28
49.2 WHO CaN reQUESTE FEVOCATION .ccuerviriiriiriieesitriesesieet sttt sttt sttt sttt s bt sbe s b sbesbesbesbesbesbesbesseesessessassesseeseens 29
49.3 REVOCATION PrOCEAUIES.......evtiriirtiriirtirestesie sttt st sttt s sbe st sbe s b s b sbesbesbesbesbessesbessesbesbessessessessesseene 29
494 Grace period for the reVOCatioN FEQUEST......ccirvirieiretreesee sttt se e ese s e ssesessenessenes 30
49.5 Time permitted to prepare the revoCation rEQUEST........ccviviviririninessesesese et 30
4.9.6 Requirements for reVOCation ChECKS .......cciviiriirireire ettt sae s b sse e seseesessesessans 30
49.7 L@ (I oYU o [ Tet=Y oY g T 4 <To [V =] g oY AR 30
49.8 CRL MAXiMUM LAEENCY ..eviriiriiriieiieiieitresestse sttt st st sie st st s et sb s s st st sbe s st sbesbesbessee st sntestenteseeseeneesasneesees 30
4.9.9 Online verification of certificate revoCation StAtUS ........coecverririeinierenee et 30
4.9.10 Online verification SErviCe reqUINEMENTS .....c.coeveirieirieerieerietet ettt st sbe bt ese st sbe st be st ebesaesesbesesbens 30
4.9.11  Other reVOCAtioN FOIMIS ...couci ittt sttt b st b st s b et b et b et e bt st e st sbe e e b et ebestebesbenesbens 31
4.9.12 Specific rekey requirements in Case Of COMPIOMISE ....c.coeciririririeirieereereteestei ettt siene 31
4.9.13  REASONS fOr SUSPENSIONS. c..utrveuirtiietirteterteitstetstestetestebestetesbesesbestebestebestesesbestsbentebestesesbenesbentebensesessesessenesbens 31
4.9.14  WhO Can reqUESE @ SUSPENSION c..cccrvirietirieierietrtetetestetestesestesesbestebestesestesesbesesbentebessesessesesbentssensesessesessenessens 31
4.9.15  HOW tO r@QUEST SUSPENSION ...eevviriiiirtiriesiesiesiesteste st st st st sb s b st sbesb s b sbesbesbe s bt s bt s bt sbesbesbe s bt sbeebeebeebeebeeseenesnene 31
4.9.16  Limitations to the SUSPENSION PEIIOMA ......cciieiriiririirieiiriee ettt sttt sttt ettt sttt be e ebe st e b sbesesbens 32
4.10 CertifiCate STATUS SEIVICES....iouiuirieirieeetieet ettt ettt sttt a et sa et b e b e et s e snenesnenes 32
4.10.1T  OperatioNal CharaCteriSTiCS ...oiviiiririririsere sttt sbe st sbesbesbesbesbesbesbessessessassessene 32
4.10.2  SerViCe @VailabiliLy c.oceverieesieiesieresesesesse s sb e s sbe b sbesresaeene 33
4.10.3  OPtioNal CharaCteriSTiCS..cciriririririerisesese sttt sttt sbe s b e sbesbesbesbesbesbesbesbesbessessessassessnns 33
411 ENd Of SUDSCIIPLION c.vititectecesestsese bbb s s sb e s b bbb s b e sbe s b e sbesbesbesbesbesbessessassessees 33
412 Filing with third parties and recovery of the KeY ......c.ccvivivirinininineseesese et 33
5  FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS......cuetririeieriinteieietrteteeeeneeseseneseeseseseeeseseseeesesesenesesesens 33
5.1 PhySiCal SECUITY CONTIOIS...iiiiiririiriisistesestese sttt st sttt st s b sbe st sbesbesbesbesbesbesbesbesbesbesbesbesbesbesbessessnne 33
5.1.1 Structure 10Cation @aNd CONSEIUCTION ...ivveuirieirieieieietree ettt ettt st b e bt se s b b s 34
5.1.2 PRYSICAl @CCESS..iviiiriiriiriiriesi st s b e s bt bbb s b e s besbesbesbesbe s b e s b e s b e s be s b e ebesbeebesbeebeere et 34
5.1.3 Electric and air CONAItiONING SYSTEM c....ovviirieiriiiitiietete ettt sttt sttt ettt st sbe s b e sbe e sbene 34
5.1.4 Flood prevention and ProteCLION ........civeereirierirerieeste sttt ettt sttt sttt st be st st be e sae e sbesesbene 35
5.1.5 Fire prevention and ProteClioN....... e iveereierieieterie ettt sttt sttt sttt et be st s bt sbe e ebestesesbesesbens 35
5.1.6 SEOTAZE MEAIA . .ui ittt ettt b st a e s b e st s b et e bt e b s b e st s b et s be st e bt e st st e aesbe st eb et eb et e st ebeneebenes 35
5.1.7 WS ISPOSAL..iuiiiiiieiieiiiiisteee ettt sttt b et b sttt s b et e b bbb bt s bea e b et e b et e bbbt sbe e b et ebenes 35
5.1.8 OFf-SIT@ DACKUP 1.ttt sttt b et st s b et s b et bbbt st et s b et eb et e b et e st sbeneebenes 36
5.2 PrOCEAUIAl CONTIOIS. ..ttt ettt st b ettt st b e st b et e bt e b e st e bt sbe st sbe st ebe st ebe st e st sbenesbentebenes 36
5.2.1 KBY OIS ittt b e st b e bbb b bbb b s b e s b e s b e s b e s b e s b e s b e s beshe e b e e bt ebeebesreebeese et 36
5.3 PeISONNEI CONLIOIS .ttt ettt ettt st b et a et s bt s b e b e bt s st saesesreneenenes 36
5.3.1 Required qualifications, experience and authOriSAtiONS.......ccvciviriririniininesesee e 36

pag. 3di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

5.3.2 EXPErience CONTrOl PrOCEAUIES ......civieeirieirieesieiete ettt sttt sttt sttt be sttt ebe st sesbe e sbensesesaesessenessens 36
533 TrAINING FRQUISITES ..ttt sttt st s b s bbbt bt s bt s bt s bt s bt s bt s bt sbesbesbeeneeneene 36
534 Frequency Of refr@SNEr COUISES ...ttt ettt ettt b ettt s be e se b sbe e sbene 36
5.3.5 Frequency Of Shift rOTATIONS......coii ittt b et b e se e sbe e sbene 37
5.3.6 Sanctions for UNAULNOIISEd ACIVITIES .....c.civeireiiriirieire ettt ne 37
5.3.7 NON-EMPIOYEE CONTIOIS ...ouviiiteiiteietetet sttt ettt sttt et et sttt bt sbe s b et e b sb e bt s be st sbe e sbe e ebensesesbesesbens 37
5.3.8 Documentation to be provided by PErsonNel ...ttt 37
5.4 AUAIT LOSEING PrOCEAUIES ...c.ueiitiietiiettrietesteesteee bttt sttt st et be st b et ettt e st s bese s b et ebe e ebesbesesbesesbeneebentebenbebesbenesbeneebenes 37
5.4.1 TYPES Of EVENES MECOINTEMA . ....oiieiriiietirieerie sttt sttt ettt s b et st e e eb e e e s e sbesesbenessansesesenessenessans 37
5.4.2 Frequency of control log processing and registration .........c.ceeeeveerieirenenenieenieenieessesessesseessesesseessens 38
543 CONLrol |08 SLOrAgE PEIIOM ....couiririiriirierieeitrerteeeeee ettt sttt sttt s st s bt be s bt s b s bt s be s st e st sseeseesesseeneeseenees 38
5.4.4 CONLIOl 108 PrOtECLION...ccuiiiiieeeieteteereetee ettt ettt ettt sttt sb e bt s s bt s bt e st e se s st e st ese e st sseesesnesseenees 38
5.4.5 CoNtrol 108 DACKUP PrOCEAUIE.....c.ciiiiririrertrtetete ettt ettt sttt st sttt st sb s bbbt s bt ssessessesseesesseenees 38
5.4.6 CoNtrol 108 reCOrdiNG SYSTEIM . .coiiiiiiirirereetetet ettt ettt sttt sttt sbe s bt s b s bt sbesbesbesseesessesseeseeseenees 38
5.4.7 System vulnerability NOTIfICAtION .....ccvcivieireireee ettt sbe e s s 38
5.4.8 VUINEIability @SS@SSMENTS....ciiviriiriirirtirisese st s b s b st sbesbesbesbesbesbessessesbessessessesneene 38
5.5 RECOIAS AFCNIVAL ..ttt b bbbt st b et e bt e bt st be s b e st sbe st e b et e b et enesbenesbeneebenee 38
5.5.1 TYPES Of FEPOIT @rChIVEA ...ttt sttt b et b s bbbt bbb sbe e sbene 38
5.5.2 PrOtECTING TNE FEPOITS. ..ttt ettt ettt sttt b bbbt s b et b et b et e bt s beaesbe st ebe s ebesbenesbenenbene 38
5.5.3 REPOIt DACKUP PrOCEAUIES .....cueiiiitiietireeeeriees ettt sttt b sttt sttt b et b et ae s bt be s ebesaesesbenenbene 38
5.5.4 Report time Stamping FEQUINEMIENTS ....ccvvviriiiriiirsese sttt sttt sttt sbe bbbt b b ssesbeeseene 39
5.5.5 ATCRIVE STOTAZE SYSTOM....iiiuiitiirtirieterteie ettt ettt sttt st be s bt b st e bt st e st s b et s b et ebe st ebesbenesbentebentebesenesbenesnens 39
5.5.6  Archive information access and verification ProCeAUIES ........ccvevererrirteinieereerieeeeeete e 39
5.6 KBY CRANZEOVET ....iuiiiiieiiiesteteste ettt sttt s b st st sb e s b s b s b s b s b e s b e s b e s b e s besbe s b e s be s b e sbesbeshesbesbesbesbesbesbessesnessessessassene 39
5.7  Compromise and DiSASter RECOVEIY .....ccciviririririniisienesese st sttt sttt s sbe st sbe s e sbesbesbesbesbesbesbessessessessessessesne 39
5.7.1 INCideNt MaNAZEMENT PrOCEAUIES......ceviriririeriiseste sttt st st s st s st st sbesbesbesbesbesbesbesbesbesbesbessessessesseene 39
5.7.2 Hardware, software or data COMTUPTION ......ccceiriririeirieirieceeieeseeresae e ste s teseesesaesessesessesessesessesessessesessens 39
5.7.3 Procedures in the event of compromise of the CA Private KeY ......ccecvevreneerieinereneneeeneeeseeesseennens 39
5.7.4 Provision of CA services in the event of diSaSter........co ettt e 39
5.8  CA Or RATEIMINALION .ottt s s s sbeenene 40
6 TECHNICAL SECURITY CONTROLS...c.cittttttirietetetrtetetetst ettt ettt ettt be et eb sttt es et st ebes et et ebesentteseseneseseneneas 40
6.1 Key Pair Generation and INSallation ... s s sbe s s ssessessessesseene 40
6.1.1 Generation of the SUDJEC'S PaIr Of KEYS....cuiiiiiiriririnintrtetnteestse ettt sbe s es 40
6.1.2 Delivery of the private key t0 the APPlICANT ..ottt 41
6.1.3 Delivery of the public KeY t0 the CA ..ottt ettt sbe e sbene 41
6.1.4 Delivery of the PUDIIC KEY T0 USEIS ...c.cuiriiirieirieieieriei ettt ettt ettt ettt st be st sa e sbe e sbene 41
6.1.5 Key algorithm and I@NGEN .....co.oviuiiie ettt ettt sa e sbe e sbene 41
6.1.6 - EC asymmetric keys on one of the elliptic curves provided in ETSI document TS 119 312 -
Cryptographic Suites with a length of not less than 256 bits.Quality controls and public key generation......... 41
6.1.7 PUIPOSE Of KBY US@...iiniitiieiirieesteet ettt ettt sttt b st b sttt b et b et be st e st s b et s be e e b e st ebesbesesbens 41
6.2 Private key protection and Cryptographic Module Engineering CONtrolS.......c.ccccveererereneneneeeneeneeseneenenes 42
6.2.1 Encryption module controls and Standards........cocvevevenininininenenesesesese et 42
6.2.2 Controls of the CA private key by more than 0ne PersoN........ st 42
6.2.3 Filing of the CA private key With third Parties.....c.cevvirerinininnnneseese s ene 42
6.2.4 Backup Of the CA PriVate KEY ....iviviririiiiisiresestst sttt sttt sbe st b sbesbessassesbessassessasseene 42
6.2.5 Archiving of the CA PriVate KEY ....uviviriririiisisesesesese sttt st s sbe b s b sbesbessessessassassesseens 42
6.2.6 Transfer of the private key from a module or to an encryption module ........cccocevvevvevinienienenienieniennnne 42
6.2.7 Storage of the private on an encryption MOGUIE .......ccuvcvviririiririniinenenere et 43
6.2.8 Private key activation MeEthOd ...ttt sttt sbe e sbene 43
6.2.9 Private key deactivation METNOM.........ccivueiriiiriiiiiicie ettt sttt sa e sbe e sbene 43
6.2.10  Destruction method for the CA Private KEY ........cccoecrirrinieinieiriereeereestee ettt 43
6.2.11  Classification of the encryption MOAUIES .......ccooueirieirinrii et 43
6.3 Other aspects of Key Pair ManagemENT.......ccocuveirieirieirieinienieienteiesiest et stest et se sttt sbe st sbe st ebestesestenesbensesenes 43
6.3.1 Archiving Of the PUDIIC KEY ...cviuiiiiieiiietrie sttt sttt b ettt st st b et be b sesbe e sbene 43
6.3.2 Certificate and pair of keys validity PEriod.........coiveirieirieiinienieiniereese ettt 43
6.4 ACHIVALION LA .c.iiiiiiiieiee ettt b s bbbt b e bt e bbbt R b e bt e bt re s b e e b s 44
6.5 COMPULET SECUNILY CONTIOIS..ctiiiriirisiriesesese st sttt st s sbe st s besbesbesbesbesbesbesbesbesbessessassessassassessanne 44
6.5.1 Specific computer SECUNItY rEQUINEIMENTS ....ccviiiiririrererereseee sttt sttt esresbesse e e sseesessessassessasseeseesees 44

pag. 4 di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

6.6 Life CYCle SECUIILY CONLIOIS ...iiiiiieiiieeirieesteertete ettt sttt ettt sttt sttt b et b st st e st sbe e be s e sesbesesbenesbeneesenes 44
6.7 NEtWOIK SECUILY CONTIOIS ..cviuiiiietiietirieieriecr ettt ettt b et ettt b st b et b et e bt st e bt st e st s b et eb et eb e b ebesbenesbeneebenes 45
6.8 TIMESTAMIPING c.uvetiteteiet ettt st b e s bbbt s bt s bt bt s bt s bt s bt s b e s bt s bt s bt s Rt s bt s bt s bt s bt s bt ebeebeebesbeebeebeene st 45
7 CERTIFICATE, CRL AND OCSP FORMAT ...ttt ettt ettt ettt sttt et eb et ettt es et seneeseneene 45
7.1 CertifICAte PrOfilE ittt b ettt b et b et b bbb bbbt bbbt b et b et be s
7.1.1 Version number
7.1.2 CertifiCate EXTENSIONS ...viieiiieierieeetetet sttt ettt sttt b et b ettt s b et e b et e b et e st s be e be b ebe b eseebenesbenesbenes 45
7.1.3 SiZNALUIe AlZOTTTNM OID ...ttt ettt ettt sttt b ettt b et ebe st e b e sbe st sbenesbenes 45
7.1.4 NGMIE FOIMNS <.ttt ettt b bbbt s b st b et e bt e bt sbe st s b e st e b et e b et eb e st esesbenesbe s ebentenesbesesbens 46
7.1.5 NAMING CONSEIAINTS c..eviiiitiriiieie ettt st sttt s b e sb e s bt bt sbesbesbesbe s bt sbesbeene st 46
7.1.6 COITITICATE OID vttt ettt sttt b sttt b et b et b e s b e st s b et e b et e b et e bt st enesbe st eb et ebesbenesbeneebenes 46
7.2 CRL PIOFI@ ittt sttt ettt bbb et e b s s e st s b e s e s b et e b et e b e e e st e b e R e s he e e s et e s et e s e eteneebeneesenes 46
7.2.1 VEISION NUMIDEY c..cviiiiiieiiiecr ettt sttt s a et st b et b e n et sne st snnt 46
7.2.2 CRL EXEENSIONS ..ttt b s s a s bbb easebseasere s 46
7.3 OCSP PrOfil .ciiieiiiiieiirieirieisietstes ettt st sttt ettt et st s e sbe st st et st et eb e st esesbesesbeneebessesessesesbesesbe st es et esensenesseneeseneesenes 47
7.3.1 VEISION NUMIDET 1.ttt ettt st sttt s a et bbb e st snesesnene 47
7.3.2 OCSP EXLENSIONS vttt ettt sttt st st b s bbbt bt sb e bt s besbesbe bt eanenees 47
8  COMPLIANCE AUDIT AND OTHER ASSESSMENT .....ooiiiietiieinieteeeeereeeseneeesseseeseneesessesessesessesessensesensesessessesensesensns 48
8.1  Conformity assessment freqUENCY OF CIrCUMSTANCES ....ovcvvirieirieerierirteeseeereseesessesessesessesessessesessesessessssensesenes 48
8.2 Auditor identity and QUAIITICATIONS ......cveirieiriirirctrecrec ettt sa e s s e sbe st e s e s e ssesesaenessaneesenes 48
8.3 Relations between INfOCErt and the CAB .......cccoieuiirrieietrereetetre ettt st se s nen 48
8.4 ODbjJeCtiVe ASSESSMENT ASPECES ...vevetirieuirieierieeetetet ettt sttt ste st eb et et st et s be st s b et eb et ebesbesesbenesbentebetebesbenesbenesbeneesenee 48
8.5 Consequences Of NONCONTOIMILY ..c.cociieireirireert ettt ettt b et b sttt sbe e bt e b sbe st sbe st sbeneebenes 49
9 OTHER BUSINESS AND LEGAL ASPECTS....cutietirieieeteeeietet ettt sestesesae et et eneesestesessenesseneesensesesseneeseneesensesensene 49
£ O o= <P P TP 49
9.1.1 Certificate iSSUE aNd rENEWAI FALS....c.iviiieirieieiertet ettt sttt b ettt be e b s 49
9.1.2 CertifiCate ACCESS fRES. . vttt et b et sttt b et b et et s b et e b et e b et e st st eneebeneebenes 49
9.1.3 Fees for access to certificate revocation and suspension status information.........c.cocecceeveveneencennne 49
9.1.4 FEES fOr OLNEI SEIVICES. ..ttt b bbbttt b et b bbbt e e be s ebesbesesbenesbens 49
9.1.5 RETUNG POLICIES ...ttt ettt sttt b bbbttt b et b bbb e bt sbe st sbe e ebesaenesbenesbene 49
9.2 FINANCIal RESPONSIDITITY «.eveuertiiitiietirieterte ettt ettt b et b st b et bbb bbbt st nesbe st ebe s 49
9.2.1 [NSUTANCE COVEIAEER ....iiuiiriiiiiiieiitett ettt st st st b s b s bt e b b e s bt e b e b e s bt e b e e b e sat e b e s b e satesbesanesanens 49
9.2.2 ONEE ACHIVITIES ...ttt st sttt s a et b e e b e bt snesesnenesnens 50
9.2.3 Guarantee or insurance Coverage fOor N USEIS .......ocviviiiriirininientnesese st se st sse e e sse e ssessessees 50
9.3 Confidentiality Of BUSINESS INFOIMAtiON c..ccuiviiiiririreresererssesese e s sbesse e sbesse e 50
9.3.1 Scope of confidential INfOrMAtiON......ccociviiiiiii et es 50
9.3.2 Information not included in the scope of confidential iINfOrmMation .......cccocvvvvvvevininieninenneseseene 50
9.3.3 Duty to protect confidential iINfOrMation ..ottt 50
9.4 Privacy of Personal INfOrmMation ... s s sbe s s ssesbessasbessesseene 50
9.4.1 PrIVACY PrOZIaM .cviiiiiiiiiitisiesiesie sttt sttt st st b s bt s b s bt s bt s bt bt s bt s bt s bt s bt s bt s bt sbe s bt sbesbesbesbesbesbesbeebeeneene 50
9.4.2 Data considered t0 D PEIrSONQl.......co ittt sttt ettt sbene 50
943 Data NOt CONSIAEIEd PEISONA .....ccueuirieiirieirieirieiet ettt ettt sttt b st ebe sttt e s be st ebesae st sbenesbene 51
9.4.4 DAt@ CONTIOIIET ..ttt ettt st sttt b et b st a e s b et e b et e b et ebe st e st s b e st sbe e ebe st enesbenesbens 51
9.4.5 Privacy notice and consent to personal data ProCeSSING .......ccceeveerieeriererienenrereeierieesieesieseereseeresseseseene 51
9.4.6 Data disclosure following a request from the AUTNOTILY ...c.coevieirieirieirereeec e 52
9.4.7 Other reasons fOr AISCIOSUIE ......iiiuiieiirieiriecretet ettt sttt sttt b et bbbttt sbe e be s 52
9.5 Intellectual Property RIGNTS ... s st sbe s sbesbesbesbesbesbessassassassessaens 52
9.6 Representation and WarTANTEES ......cccvivirirerinesi st sttt st sttt sbesbesbesbesbesbesbesbesbessessessassassassessaane 52
9.7 DiISClaimers Of WarTAnTY ..c..cccovivirininiesesesese sttt st s s st s b b s b sbe s b e sbesbesbesbesbesbesbesbesbesbesbesbesbesbesbessessnne 52
9.8 LiMiItatioNs Of LIability .uecvereririerierieriesisesesesese sttt sbe b sbe b sbesbesbesbesbesbesbessassassnssnene 52
9.9 INAEMINITIES ettt ettt s b et s h e bt b e bt s b e s b et e b et e bt e e e st s b e st s b e e e b et e bt b e bt sbenesbeneebenes 52
9.10 Term aNd tEIMINGTION c..c.evieiiereere ettt ettt st b et b e bbbt s b st sbesesbeneebeeebesnesesnene 52
SR O N =T o o o PR PROUT TR 52
S O =T ¢ 0 11 g F= 1o o T TP ROUTURURTOT 52
9.10.3  EffectS Of TEIMINQATION c..eiitiieiiieiirieerte ettt ettt st s b et b et b st e e b et e b et e b e sbe st sbenesbaneebenes 52
9.11 Individual notice and communications with PartiCipants ........c.ceceeveireinenneneeeeeese e 53
9.12 AMENAEIMENTES .ttt sttt sttt sttt st et b et e b et e b e s be st sbe st s b estebe st ebesbesesbesesbesesbentebe b ebesbenesbenesbentesesenessenessans 53
9.12.1  REVISION NISTOMY ettt sttt b ettt st b et e b bbb e bt s be st s b et e b et e b e st esesbenesbaneebenes 54

pag. 5di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

9.12.2  REVISION PrOCEAUIES ..c.veuirtirietiietirieitsieestetetestesesteseste st sbe st st estesessesesbesessesesbestesessesesbesesbeneesansesesesessenessanessenes 56
9.12.3 Notification period and MEChANISM ....c..ciiireirieireeeee ettt bbb be s 56
9.12.4 Cases in which the OID must be Changed........ociieriirincirceeetee et ne 56
9.13 DiSPULE RESOIULION PrOCEAUIES .....eoviiitiieiirieierteteteste sttt st sbe st et b et be st sbe s be e ebe st e bt sbe st sbe e sbetebessesessesesaens 56
9.14 COUIt O JUMISAICTION 1.ttt ettt sttt st s b et b et e bbbt s b e st s b et eb e b e b et esesbenesbenes 57
9.15 Compliance With APPIICADIE TAW ......cceuirieirieiieee ettt st be e 57
9.16 MiISCEIIANEOUS PrOVISIONS .....eveiiiiiietiietirtetrteiest ettt ettt ettt et b et b ettt sbe s be e ebe st e st sbe st sbe e sbetebensesesbesesbens 58
9.17 NI PIrOVISIONS ...ttt ettt ettt b et b et b bt sb et e b et e bbbt s b e st s b et e b et e b e b e st sbene s b et eb et esesbenesbenesbenes 59
ANNEX A ettt ettt et b e e et ettt et e et bt et e Rt b e e bt Rt e h e e a e Rt et e a e e Rt et e et e ea e e bt e b e ent e bt ebeeanenreenn 60
ROOT Certificate: InfoCert Advanced Electronic SigNature CA 3 ...ttt seebeseenenees 60
ROOT Certificate: InfoCert Advanced ElectroniC SigNature CA 4 ... civeereienienieeneeerieesiees et sbeseebeseenennes 63
ROOT Certificate: InfoCert Advanced Electronic Signature EC CA 4 .........ovvveerieirierenienieenieesieesieesseseesessesessesessessesessesenses 66
CRL QN OCSP fOMMIALt. ettt ettt ettt es st sttt b bt s a bbb bt s b bt se b bt se e b b eat st ebebene st ebebenteesenen 70
CRL and OCSP values and @XEENSIONS .....c.cceiriireiiriieiitetrret ettt sttt sa et st sbe et sn et sae e sne e b s 70
(OO o o =] 1] (0] TR 71

pag. 6 di 71 tlnexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

1 INTRODUCTION

1.1 Overview

A certificate links the public key with a set of information identifying the holder of the private
key: this legal entity or natural person is the certificate’s Subject. Other people use the
certificate to find the public key that is distributed with the certificate, and to verify the
electronic signature that is affixed or linked to a document. The certificate guarantees the link
between the public key and the Subject. This link’s reliability depends on a number of factors:
the means used by the Certification Authority (hereinafter briefly referred to as “CA”) to issue
the certificate, the security measures adopted, the obligations assumed by the Subject to
protect the private key and the guarantees provided.

This Certificate Practice Statement is issued by InfoCert S.p.A. (hereinafter briefly referred to as
“InfoCert”), a Trust Service Provider that provides advanced electronic signature and
advanced electronic seal services in addition to trust services. This manual contains the policies
and practices applied in the certificate identification and issue process, the security measures
adopted, the obligations, guarantees and responsibilities, and generally, everything that makes
a certificate reliable, in accordance with the legislation in force applicable to trust services,
advanced electronic signatures and advanced electronic seals.

By publishing this Certificate Practice Statement and inserting references to it in the certificates,
we can ensure users are able to assess the characteristics and reliability of the certification
service and therefore the link between the key and the Subject.

This Certificate Practice Statement's content is based on the legislation in force on the date of
its issue and transposes the recommendations of the “Request for Comments: 3647 - Internet
X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework” ©
Internet Society 2003.

1.2 Document name and identification

This document is titled “InfoCert Trust Service Provider - Certificate Practice Statement” and is
identified by the document code ICERT-INDI-FEA. Its version and release are indicated in the
footer on each page.

The Object Identifiers (OID) described below are linked to the document, and are referenced in
the certificates’ CertificatePolicy extension, depending on their intended use. The OID identify:

The Object IDentifier (OID) identifying InfoCert is 1.3.76.36

. Descrption  _ __ _____ ___ ________oD____

Certificate policy statement for certificates issued to natural 1.3.76.36.1.1.8.1 in accordance with NCP
person 0.4.0.2042.1.1
Certificate policy statement for certificates issued to natural 1.3.76.36.1.1.8.3 in accordance with NCP+
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. Descrpton oD

person and keys on device (SSCD) 0.4.0.2042.1.2

Certificate policy statement for certificates issued to natural 1.3.76.36.1.1.8.5 in accordance with NCP+
person for automatic remote signature on device 0.4.0.2042.1.2

Certificate policy statement for certificates issued to legal 1.3.76.36.1.1.8.2 in accordance with NCP
entity 0.4.0.2042.1.1

Certificate policy statement for certificates issued to legal 1.3.76.36.1.1.8.4 in accordance with NCP+
entity and keys on device (SSCD) 0.4.0.2042.1.2

Certificate policy statement for certificates issued to legal 1.3.76.36.1.1.8.6 in accordance with NCP+
entity for automatic remote signature on device 0.4.0.2042.1.2

Certificate policy statement for certificates issued for testing 1.3.76.36.1.1.8.9 in accordance with NCP+
purposes only 0.4.0.2042.1.2

Table 1 - OID

The certificate may include additional OIDs to indicate limitations of use. These OIDs are listed
in section 4.5.3. The existence of limitations of use in no way modifies the rules established in
the rest of the Certificate Practice Statement.

This document is available in electronic format on the Trust Service Provider's website at:
https://www.firma.infocert.it, or on the InfoCert website https://www.infocert.it,
“Documentation” section.

1.3 PKI Participants

1.3.1 Certification Authority (CA)

The Certification Authority is the trusted third party that issues the signature certificates,
signing them with its own private key, which is called the CA key or the root key.

InfoCert is the Certification Authority (CA ) that issues, publishes and revokes certificates, in
accordance with the technical rules issued by the Supervisory Authority, with the elDAS
Regulation [1] and with the Digital Administration Code [2].

Complete information regarding the CA is as follows:

Company name InfoCert - Societa per azioni
Company managed and coordinated by Tinexta S.p.A.
Registered office Piazzale Flaminio 1/B, 00196 - Roma (RM

Operational offices Via Gian Domenico Romagnosi 4, 00196 Roma (RM)
Via Fernanda Wittgens n. 2, 20123 Milano (MI)
Piazza Luigi da Porto n. 3, 35131 Padova (PD)

Telephone number 0683669635

Legal Representative  Danilo Cattaneo as Managing Director

Tax Identification Number and Business Register Number 07945211006
REA Number RM - 1064345
VAT Number 07945211006
Website https://www.infocert.it
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1.3.2 Registration Authority (RA)

» Registration Authorities or Local Registration Authorities (hereinafter briefly
referred to as “RAs") are subjects to which the CA has assigned a specific mandate to
perform one or more of its registration processes, such as: identification of the Subject
or Applicant

» registration of the Subject's data

» forwarding of the Subject’s data to the CA’s systems

» collection of the certification request

» distribution and/or initialisation of the signature device, where applicable
» activation of the certification procedure for the public key

» support for the Subject, Applicant and CA for certificate renewals, revocations or
suspensions

In short, the Registration Authority serves as an interface between the Certification Authority
and the Subject or Applicant, in accordance with the agreements between them.
1.3.2.1 Registration Appointee (IR) or Registration Authority Officer

The Registration Authority can appoint natural persons or legal entities to perform Subject
identification procedures. Registration Appointees or Registration Authority Officer follow the
instructions provided by the RA, to which they report, and are responsible for ensuring the
procedures are followed correctly. These subjects, hereinafter, are only mentioned as
Registration Appointees.

1.3.3 Subject

The Subject is the natural person or legal entity who holds the certificate containing essential
identifying data.

1.3.4 User

The User is the subject who receives an electronic document that is signed using the Subject's
digital certificate, and who relies on the validity of the certificate (and/or on the advanced
signature on it) to determine whether the document is accurate and valid in the contexts in
which it is used.

1.3.5 Applicant

The Applicant is the natural person or legal entity who asks the CA to issue digital certificates
for a Subject. The Applicant may sometimes bear the costs of the digital certificate and may
have the power to suspend or revoke the certificates. When present, the RA may also assume
this role.

The following cases are possible:

= the Applicant can be the Subject if the Subject is a natural person.
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= the Applicant can be the natural person having the authority to request a certificate for
a legal entity.

» the Applicant can be the legal entity requesting the certificate for natural persons
connected to it through commercial relationships or within organisations.

If not stated otherwise in contractual documents, the Applicant is considered to be the Subject.

1.3.6 Authorities
1.3.6.1 Agenzia per I'ltalia Digitale (AgID)

The Agenzia per [ltalia Digitale is the Italian supervisory body for trust service providers,
pursuant to Article 17 of the elDAS Regulation. The AgID oversees both qualified and
unqualified certification trust service providers established in Italy, ensuring they comply with
the requirements laid down in the Regulation
1.3.6.2 Conformity Assessment Body (CAB)

The conformity assessment body is accredited under the eIDAS Regulation and is authorised to
verify qualified trust service provider compliance with applicable legislation and standards for
the qualified and unqualified services it provides.

1.4 Certificate usage

1.4.1 Authorised uses

The certificates issued by the CA InfoCert, as explained in this Certificate Practice Statement,
are certificates for advanced electronic signatures or advanced electronic seals pursuant to the
Digital Administration Code and Article 26 or Article 36 of the eIDAS Regulation.

The certificate issued by the CA is used to verify the advanced electronic signature or electronic
seal of the Subject to whom the certificate belongs.
1.4.2 Unauthorised uses

The certificate may not be used outside of the limits and contexts specified in the Certificate
Practice Statement and in the contracts, in violation of the limitations of use and value (key
usage, extended key usage, user notice) indicated in the certificate.

1.5 Policy Administration
1.5.1 Administrator of the Certificate Practice Statement

1.5.2 Contacts

InfoCert is responsible for defining, publishing and updating this document. Any questions,
complaints, comments and requests for clarification regarding this Certificate Practice
Statement must be sent to:

Company name InfoCert - S.p.A
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Digital Certification Department Manager

Piazza Luigi da Porto n. 3, 35131 Padova (PD)
Telephone number 0683669635
Digital signature Contact Center https://help.infocert.it/contatti/for more details
Website https://www.firma.infocert.it, https://www.infocert.it
E-mail firma.digitale@legalmail.it

The Subject or the Applicant may request a copy of the documentation related to them by
completing and sending the form available at www.firma.infocert.it as indicated on the website.
The documentation will be sent in electronic format to the email address provided in the form.

1.5.3 Persons responsible for approving the Certificate Practice Statement

This Certificate Practice Statement has been approved by the Corporate Management following
a review by the Head of Security and Policy, the Privacy Officer, the Head of Certification
Services, the Head of Legal Department, the Head of Regulatory Affairs Manager.

1.5.4 Approval procedure

This manual is drafted and approved in accordance with the procedures required by the
Company’s ISO 9001:2015 Quality Management System.

At least once each year, the Trust Service Provider verifies that the Certificate Practice
Statement conforms to the company’s certification delivery service process.

1.6 Definitions and acronyms

1.6.1 Definitions

The following definitions are used in this document. For terms defined by the eIDAS Regulation
[1] and by the Digital Administration Code [2], please see the definitions set out therein.

An electronic seal, which meets the requirements set out in Article 36 of elDAS Regulation
(see elDAS [1]).
An electronic signature that meets the requirements of Article 26 of the eIDAS Regulation

Advanced electronic seal

Advanced electronic signature

Audit log
Automatic signature

Card Management System (CMS)

Certificate Practice Statement
(CPS)

Certificate revocation list (CRL)

Certificate revocation or
suspension
Certification key or root key

Conformity Assessment Body
(CAB)

Conformity Assessment Report

InfoCert S.p.A. — All rights reserved

(see elDAS [1])

Contains all automatically or manually saved events required by the Technical Rules [5].
A specific electronic signature process performed with the authorisation of the signatory
who retains exclusive control over their signature keys, in the absence of their strict and
continuous supervision.

Tool used to authenticate, identify, collect and store the Subjects’ or Applicants’ data.

The Certificate Practice Statement defines the procedures that the CA applies in providing
the service. The Manual is drafted in accordance with the guidelines issued by the
Supervisory Authority and the international literature.

A list of certificates that have been “invalidated” before their normal expiry. The operation
is called “revocation” if it is permanent, and suspension if it is temporary. When a
certificate is revoked or suspended, its serial number is added to the CRL, which is then
published in the directory.

The operation by which the CA cancels the certificate prior to its normal expiry.

Pair of encryption keys used by the CA to sign certificates and certificate revocation lists.
Body accredited under the elDAS Regulation as being competent to assess the conformity
of the qualified trust service provider and of the qualified trust services it provides. The
CAB drafts the CAR.

The report by which the CAB confirms that the qualified trust service provider and its trust
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(CAR)
Coordinated Universal Time

Customer

Digital signature

Directory

Electronic document
Electronic identification
Electronic identification means
Electronic seal

Electronic seal certificate

Electronic signature

Electronic signature creation
data

Electronic signature creation
device

Electronic signature certificate
Electronic time stamp

Emergency request code (ERC)

Identity proofing service
provider

Informatic domain

LongTerm certificate

Member State

One-Time Password (OTP)

OneShot certificate

Online Certificate Status
Protocol (OCSP)

InfoCert S.p.A. — All rights reserved

services comply with the Regulation (see elDAS [1]).

Keeps time to within one second as defined in ITU-R Recommendation TF.460-5.

Subject with whom InfoCert has formalized a service supply contract in exchange for
compensation

A specific type of advanced electronic signature based on a qualified certificate and a
system of encryption keys, one public and one private, that are connected to each other,
in which the Subject uses the private key and the recipient uses the public key to indicate
and verify the origin and integrity of an electronic document or a set of electronic
documents (see CAD [2])

The Directory is an archive that contains:

all certificates issued by the CA for which the Subject has requested publication

the Certificate Revocation List (CRL)

Any content stored in electronic format, particularly text or sound, visual or audiovisual
recordings (see elDAS [1])

The process using electronic personal identification data representing a single natural
person or legal entity, or a single natural person representing a legal entity (see elDAS [1])
A material and/or immaterial unit containing personal identification data, and which is
used to access online services (see elDAS [1]).

Data in electronic form, which is attached to or logically associated with other data in
electronic form to ensure the latter's origin and integrity (see elDAS [1]).

Electronic certificate that links the validation data of an electronic seal to a legal
person and confirms the name of that person (see elDAS [1])

Data in electronic format that are connected or linked by a logical association with other
electronic data that the signatory uses for signing (see elDAS [1])

The unique data used by the Signatory to create an electronic signature (see elDAS [1])

Configured software or hardware used to create an electronic signature (see elDAS [1])

An electronic certificate linking an electronic signature’s validation data to a natural
person and confirming at least that person’s name or pseudonym (see elDAS [1])

Data in electronic format that link other data in electronic format to a specific date and
time to prove that the latter data existed at that time (see elDAS [1])

Security code delivered to the Subject to request suspension of a certificate on the TSP's
portals.

A specialized entity that provides identity verification services as a subcontractor of a
Trust Service Provider (TSP). For the purposes of this CPS, an IPSP is to be understood as a
provider that offers identity verification services in accordance with Article 24 of the eIDAS
Regulation.

Itis identified with the applications through which the qualified certificate is issued to the
Subject and within which the Subject can use the certificate to sign electronic documents.
Applications can be managed directly by the Certifier or by the Subscriber and may also
contain additional special provisions depending on the identification procedure adopted
for the issue of the qualified certificate.

Quialified certificate for qualified electronic signature for remote procedure. The use of this
certificate is limited exclusively to an IT domain for which it was issued.

Member State of the European Union.

A One-Time Password is a password that is valid for one transaction only. The OTP is
generated and sent to the Subject immediately before the Subject affixes the electronic
signature. It can be based on hardware devices or software processes.

Qualified certificate for a qualified electronic signature for remote procedure as
defined by this Certificate Practice Statement whose keys, once generated, are
available only in the context of an IT domain and exclusively for the signature
transaction for which it was issued. Immediately after its use the private key is
destroyed.

This category also includes certificates named "short-term" pursuant to ETSI
319 411-1, whose validity period is shorter than the maximum time to process a
revocation request as described in this CPS.

Protocol defined by the IETF in RFC 6960 that allows applications to verify the certificate's
validity more quickly and precisely than the CRL, with which it shares data.
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A natural person or legal entity that relies on electronic identification or a trust service
(see eIDAS [1])

A set of data establishing the identity of a natural person or legal entity, or of a natural
person representing a legal entity (see eIDAS [1])

The key in the pair of asymmetric keys that is used by the Subject to affix the electronic
signature on the electronic document.

Product Hardware or software or their components used to provide trust services (see elDAS [1])
The key in the pair of asymmetric keys that is intended to be made public to verify the
electronic signature that the Subject affixes on the electronic document.

Subject who is authorised under the law to certify the identity of natural persons in the
performance of their duties.

An advanced electronic seal, which is created by a qualified electronic seal
Qualified electronic seal creation device, and that is based on a qualified certificate for electronic seal
(see elDAS [1]).

Certificate for an electronic seal that is issued by a qualified trust service
provider and meets the requirements of the Annex Ill of eIDAS Regulation (see
elDAS [1])

QSealC referred to in Article 34 Delegated Regulation (EU) 2018/389 [12],
supplementing Directive (EU) 2015/2366 (PSD2) [11], in accordance with the
requirements defined in the standard ETSI TS 119 495 (hereinafter as "QSealC

Party relying on certification
Personal identification data

Private key

Public key

Public officer

Qualified electronic seal
certificate (QSealC)

Qualified Electronic Seal
Certificate for PSD2 (QSealC

PSD2)
PSD2")
An advanced electronic signature that is created by a qualified electronic signature
Qualified electronic signature creation device and that is based on a qualified electronic signature certificate (see elDAS
)]
Qualified electronic signature Device used to create an electronic signature that meets the requirements of
creation device (QSCD) Annex |l of the elDAS Regulation (see elDAS [1]).

An electronic signature certificate issued by a qualified trust service provider and
complying with the requirements set out in Annex | of the eIDAS Regulation (see eIDAS
)

An electronic signature creation device that meets the requirements of Annex Il of the
elDAS Regulation (see elDAS [1]). The letter Q indicates that the device is qualified.

Qualified electronic signature
certificate

Qualified electronic signature
creation device (SSCD - Secure
System Creation Device or QSCD)
An electronic time stamp that meets the requirements of Article 42 of the eIDAS
Regulation (see elDAS [1])

Qualified trust service A trust service that meets the requirements set out in the eIDAS Regulation (see elDAS [1])
A trust service provider providing one or more qualified trust services and to which the
supervisory body assigns the status of qualified trust service provider (see elDAS [1])

Table 2 - Definitions

Qualified electronic time stamp

Qualified trust service provider

1.6.2 Acronyms and abbreviations

AglID Agenzia per I'ltalia Digitale: Italy’s supervisory authority for trust service providers
CA Certification Authority
CAB Conformity Assessment Body
CAD Digital Administration Code
CAR Conformity Assessment Report
cc Common Criteria
CIE Electronic identity card
CMS Card Management System
CNS - TS-CNS National Services Card
Health Card-National Services Card
CRL Certificate Revocation List;
DMz Demilitarized Zone
DN Distinguished Name
EAL Evaluation Assurance Level
elD Electronic IDentity
elDAS Electronic Identification and Signature Regulation
ERC Emergency Request Code
ETSI European Telecommunications Standards Institute
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FIPS Federal Information Processing Standard

HSM Hardware Secure Module: a secure device for creating signatures, with functions similar to
those of a smart card but with superior memory and performance

http HyperText Transfer Protocol

IETF Internet Engineering Task Force

IR Registration Appointee or Registration Authority Officer

ISO International Organization for Standardization: founded in 1946, ISO is an international
organisation composed of representatives from national standards organisations

ITU International Telecommunication Union: founded in 1865, the ITU is the international
organisation responsible for defining telecommunications standards

T Holder unique identifier: a code associated with the Subject that identifies them uniquely
to the CA; the Subject has a different code for each certificate

LDAP Lightweight Directory Access Protocol: protocol used to access the certificates directory

LoA Level of Assurance

NTR Code National Trade Register Code

oiD Object IDentifier: a number sequence registered under the procedure indicated in standard
ISO/IEC 6523 that identifies a specific object within a hierarchy

oTP One-Time Password

Certified email Certified E-mail

PIN Personal Identification Number: code linked to a secure signature device used by the
Subject to access the device's functions

PKCS Public-Key Cryptography Standards

PKI Public Key Infrastructure: set of technological resources, processes and means allowing

trusted third parties to verify and/or guarantee the Subject's identity, and to link a public
key to a subject

RA Registration Authority

RFC Request for Comments: document containing information or specifications regarding new
computer research, innovations and methods, submitted by the writers for evaluation by
the community

RSA Derives from the initials of the algorithm'’s inventors: River, Shamir, Adleman

SGSI Information security management system

SPID Public digital identity system

SSCD - QSSCD Secure Signature Creation Device: a device used to create an electronic signature
Quialified Secure Signature Creation Device: a qualified device used to create an electronic
signature

TIN Tax Identification Number

URL Uniform Resource Locator

VAT Code Value-Added Tax Code

X509 Standard ITU-T for PKI

X500 ITU-T standard for LDAP and directory services

Table 3 - Acronyms and abbreviations

2 PUBLICATION AND REPOSITORY
RESPONSIBILITIES

2.1 Archiving

Published certificates, CRL and Certificate Practice Statements are available 24/7.

2.2 Publication of certification information

2.2.1 Publication of the Certificate Practice Statement

This Certificate Practice Statement is available in electronic format on the Certification
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Authority’'s website (see § 1.5.2).

2.2.2 Publication of certificates

Certificates issued under this Certificate Practice Statement cannot be made public.

2.2.3 Publication of certificate revocation lists

Certificate revocation lists (CRLs) are published in the certificates directory that can be accessed
using the LDAP protocol or the http protocol at the address indicated in the certificate’s CRL
Distribution Points attribute. They can be accessed via software provided by the CA and/or
functions present in products available on the market that interpret the LDAP and/or HTTP
protocol.

The CA may provide other means in addition to that indicated to consult the list of published
certificates and their validity.

2.3 Publication period or frequency

2.3.1 Certificate Practice Statement publication frequency

The Certificate Practice Statement is published, available as set out in section. 1.5.2, each time
significant modifications are made.

2.3.2 Certificate revocation list publication frequency

CRLs are published every hour, as set out in section 2.2.3.

2.4 Public archive access control

Information regarding published certificates, CRLs and the Certificate Practice Statements are
published. The CA has not established any restriction to access for queries and has updated all
countermeasures to prevent unauthorised modifications/deletions.

3 IDENTIFICATION AND AUTHENTICATION

3.1 Naming

3.1.1 Name types

The subject in the certificate is identified by the Distinguished Name (DN) that must be entered
and must comply with standard X500. Certificates are issued in accordance with ETSI standards
and with the Prime Ministerial Decree.

3.1.2 The name must have a meaning

The attribute of the Distinguished Name (DN) certificate uniquely identifies the subject to whom
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the certificate is issued.

3.1.3 Applicant anonymity or pseudonym

Only for identification according to method 1_LivelD (see 3.2.3.1), the Subject may ask
permission from the CA to use a pseudonym on the certificate instead of the Subject’s real
name. The CA keeps information on the Subject's true name for a certain number of years
following the certificate’s issue as established contractually.

3.1.4 Name type interpretation rules
InfoCert follows standard X500.

3.1.5 Name uniqueness
For a natural person, to guarantee unique identification of the Subject, the certificate must

indicate the Subject’s first and last name and a unique identifier:

» The tax code for Italian citizens

» TIN-TaxIdentification Number for citizens of foreign countries; the TIN may be assigned
by the authorities of the Subject's country of origin or of the country in which the
organisation for which they work is established.

If no tax code or TIN is provided, an identification code taken from a valid identification
document used for the identification procedures may be used.

For a legal entity, to guarantee unique identification of the subject, the certificate must indicate
the organisation's name and a unique identifier:

» VAT number or corporate register number for Italian legal entities
» VAT codes (Value-Added Tax Code) or NTR (National Trade Register) for legal entities
3.1.6 Identification, authentication and role of trademarks

When a Subject and Applicant request a certificate from the CA, they guarantee that they will
comply fully with national and international intellectual property laws.

The CA does not verify the use of trademarks and can refuse to generate a certificate or may
request the revocation of an existing certificate if it is involved in a dispute.

3.2 Initial identity validation

This chapter describes the procedures used to identify the Subject or Applicant when they
request issuance of a certificate.

The identification procedure requires that the CA identify the Subject, including via the RA or
one of its Officers, who verifies the Subject’s identity using one of the procedures indicated in
the Certificate Practice Statement.

3.2.1 Method for demonstrating possession of the private key
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InfoCert establishes that the applicant controls or is in possession of the private key
corresponding to the public key to be certified, verifying signature of the certificate request
using the private key corresponding to the public key to be certified.

3.2.2 Authentication of the identity of organisations

N/A

3.2.3 Identification of natural persons

Without prejudice to the CA’s responsibility, the Subject's identity may be ascertained by

subjects authorised to perform identification, as follows:

Entities authorised to perform Authentication tools supporting the
identification identification phase

e Certification Authority (CA)

1LivelD e Registration Authority (RA)
e Registration Appointee
e  Public officer
e Employer identifying its own
employees, contract staff, agents
2 AMLID e Subjects with anti-money laundering
obligations pursuant to laws
transposing Directive 2005/60/EC of
the European Parliament and of the
Council on the prevention of the use
of the financial system for the
purpose of money laundering and
terrorist financing, and subsequent
community implementing legislation
L]
. e Certification Authority (CA)
3 SigniD e Registration Authority (RA)
e Registration Appointee
4 AutlD e Certification Authority (CA)
e Registration Authority (RA)
e Registration Appointee
5 VideolD o Certification Authority (CA)
e Registration Authority (RA)
e Registration Appointee
6 SelflD e Certification Authority (CA)

e Registration Authority (RA)
e Registration Appointee

N/A

N/A

Qualified electronic signature issued by a
Qualified Trust Service Provider

e Valid CNS or TS-CNS device

e Valid CIE device

e Valid SPID issued by a SPIC Digital
Identity Manager

e Valid elD issued by a Qualified
Trust Service Provider

e |D from other compliant
electronic identification systems

e Biometric data system

e N/A

e N/A

Table 4 - Identification methods

3.2.3.1 Identification using method 1 - LivelD

Method 1 - LivelD requires an in-person meeting between the Subject, who must be of age of
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majority, and one of the subjects authorised to perform identification, who identifies the
Subject via presentation of one or more original valid pieces of identification’. The Subject must
have their Tax Code, which may be requested by the subject authorised to perform
identification. Subjects not having an Italian tax code must present the document containing
their TIN® or a similar identification code, such as a social security number or general
identification code. If the Subject has no identification code, the passport number may be used.

The CA considers as valid identification already performed by the employer for signature of the
employment contract in accordance with the following methods of identification:

» identification by the employer to activate the agent's duties

» jdentification by the employer of retired former employees who continue to access
company portals and/or premises for recreational purposes or to use goods and
services under company agreements

The CA stores the registration data for LivelD identification in analogue or electronic format.

3.2.3.2 Identification using method 2 - AMLID

In method 2 - AMLID, the CA uses identification performed by one of the subjects responsible
for Identification and Appropriate Verification, pursuant to the laws in force transposing EU
Directive 2015/849, on prevention of the use of the financial system for the purposes of money
laundering or terrorist financing, and subsequent Member State implementing legislation.

With regard to the Italian context, the data used for identification are presented by the Subject
pursuant to Legislative Decree 90/2017 as amended [6], under which clients are required to
provide—under their sole responsibility—all necessary and up-to-date information allowing the

! For Italy, these are the documents required by Presidential Decree 445/2000 as amended
(Administrative Documentation Consolidation Act). For identification, subjects who are citizens
of a country other than Italy must present the original of one of the following pieces of
identification:

e passport
e Italian identity card (European citizens)

The CA reserves the right to accept identification documents issued by authorities of European
Union Member States, based on objective analysis of the identity and security features used in
the issue process by the issuing authorities.

2 The Tax Identification Number is the national identification number assigned by European
Union Member States to their citizens for identification in the national taxation system.
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Subjects bearing the responsibilities listed in the aforementioned law to perform their client
identification duties. The subjects bearing these responsibilities obtain the data using
autonomously defined procedures while respecting obligations under Legislative Decree
90/2017 as amended, i.e. procedures adopted under the anti-money laundering laws in force
at the identification date (including prior to the date of this Manual).

This identification method requires a mandate from the CA to represent the subject bearing
the responsibilities, who thereby acts as RA. The Subject's identifying data collected for
identification are stored electronically or in analogue mode by the CA as required by law.

3.2.3.3 Identification using method 3 - SignID

In method 3 - SignID, InfoCert's CA uses identification performed by another CA who issues
qualified certificates. The Subject already holds a valid certificate and uses it with InfoCert. In
this case, registration data are stored only in electronic format.

3.2.3.4 Identification using method 4 - AUTID

In method 4 - AutID, the CA uses identification already performed by a public or private
authority to issue:

=  (CNS (National Services Card), TS-CNS (Health Card-National Services Card) or CIE
(Electronic Identity Card) in Italy

» Electronic Identity Card in a European country

» SPID Digital Identity Manager or another elD or elDAS Identity Provider

» anexisting electronic identification method that has not been notified and that has been
issued by a public authority or private subject, provided it offers a guarantee of reliability
equivalent to physical presence

» biometric identification system

The Subject must hold a secure device with a valid certificate, or an elDAS digital identity, with
which they sign in to the systems of the CA or RA who thereby ascertain their identity.

An identity from other compliant electronic identification systems whose use is regulated
through the contract between the CA and the Applicant is considered consistent with this
identification method.

Any biometric methods provided by the Applicant or the RA are considered valid authentication
methods. These allow identification using biometric elements such as a handwritten signature,
fingerprints, voice authentication, etc.

In these cases, registration data are stored only in electronic format.

3.2.3.5 Identification using method 5 - VideolD

In method 5 - VideolD, the Subject is required to have a device able to connect to the Internet
(computer, smart phone, tablet, etc.), a web cam and a functioning audio system.

The Registration Appointee verifies the Subject or Applicant’s identity by comparing one or
more valid pieces of identification bearing recent and recognisable photographs.
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For security and fraud prevention reasons, the only documents accepted for this method are
common identity documents (e.g. identity card, driving license or passport)?. The Registration
Appointee may refuse to accept a document presented by the Subject or Applicant if its
characteristics are insufficient to verify the document’s validity. Registration data, composed of
audio and video files, and electronic metadata, are stored in protected form.

The CA or RA may also use asynchronous video to identify clients, allowing the Subject or
Applicant to send identification first, and then upload a video that the CA or RA verifies. For the
video, the Subject is asked to follow instructions provided, not by an operator, but by a script
or other computer tool. Then, CA or RA personnel verify the validity of the video and the
congruity of the documents provided electronically.

3.2.3.6 Unattended asynchronous identification

In method 6 - SelflD, identification is done without the Registration Appointee and Subject or
Applicant actually being present during an audio-video session. In this method, the Subject
performs the identification session alone, uploading their piece of identification and following
the instructions to take a “video selfie”, during which they perform a few movements as
instructed by the procedure established by the CA. The CA uses a technology that provides a
compatibility score between the Subject and the documents presented: if the compatibility
score is insufficient, the process will not complete and the Subject will have to repeat
identification. Optionally, a back-office may perform asynchronous verification and collect
additional evidence to complete identification.

For security and fraud prevention reasons, the only documents accepted for this method are
common identity documents (e.g. identity card, driving license or passport)*.
3.2.4 Identification of legal entities

A certificate for a legal entity must be requested by a natural person who is identified using one
of the methods above (see § 3.2.3).

The person must also present up-to-date documentation identifying the legal entity and
documentation certifying the natural person’s authority to make the request on the legal

3 The CA reserves the right to accept other types of identification documents, i.e. documents
issued by authorities of European Union Member States, based on analysis of the identity and
security features used in the issue process by the issuing authorities.

* The CA reserves the right to accept other types of identification documents, i.e. documents
issued by authorities of European Union Member States, based on analysis of the identity and
security features used in the issue process by the issuing authorities.
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entity’s behalf.

3.2.5 Unverified Subject or Applicant information

The Subject may have information about their position and/or authority added to the certificate.

If used in the SPID circuit, this information must be communicated by the Attribute Provider
authorised for this type of certification.
3.2.6 Authority validation

The CA or RA verifies the requested information defined in section 4.2.1 for identification, and
validates the request.

3.3 ldentification and authentication for re-key requests

3.3.1 Identification and authentication for key and certificate renewal

This section describes the procedures used to authenticate and identify the Subject for
signature certificate renewal.

The certificate indicates the validity period in the “validity” field, with the attributes “not before”
and “not after”. The certificate is considered invalid outside this period, including hours, minutes
and seconds.

However, the Subject can renew the certificate before its expiry using the tools provided by the
CA. The renewal request is signed using the private key corresponding to the public key
contained in the certificate to be renewed. A certificate cannot be renewed once it has expired
or been revoked; instead, a new one must be issued.

3.4 ldentification and authentication for revocation requests

A certificate can be suspended or revoked on request from the Subject or Applicant (concerned
third party if they have consented to being included in the Role) or on the CA's initiative.

3.4.1 Request by the Subject

The Subject can request revocation or suspension by filling out and signing (including
electronically) the form available on the CA’s website.

The suspension request can be made by filling out the online form; in this case, the Subject is
authenticated using the emergency request code provided when the certificate was issued, or
using another authentication system described in the contractual documentation provided at
the time of registration.

If the request is made to the Registration Authority, the Subject signs in using the identification
methods.

If the Subject is a legal entity, a legal representative or a proxy must make the suspension or
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revocation request.

3.4.2 Request by the Applicant

An Applicant requesting revocation or suspension of the Subject’s certificate authenticates by
signing the revocation or suspension request form provided by the CA. The request must be
sent using one of the methods indicated in section 4.9.3.2 or 4.9.15.2. The CA reserves the right
to require other means for forwarding the revocation or suspension request by the Applicant
or the Concerned Third Party in specific agreements with them.

4 CERTIFICATE LIFE-CYCLE OPERATIONAL
REQUIREMENTS

4.1 Certificate Application

4.1.1 Who can request a certificate

A certificate for a natural person can be requested by:

» the Subject, by

o contacting the CA directly at www.firma.infocert.it or www.infocert.it or
www.infocert.digital

o contacting a Registration Authority
» The Applicant on behalf of the Subject, by

o contacting the CA directly at www.firma.infocert.it or www.infocert.it or
www.infocert.digital signing a commercial agreement with the CA

o contacting a Registration Authority

A certificate for a legal entity can be requested by:

» The Applicant who represents the legal entity, by

o contacting the CA directly at www.firma.infocert.it or www.infocert.it or
www.infocert.digital or signing a commercial agreement with the CA

o contacting a Registration Authority specifically authorised to issue these types of
certificate.

4.1.2 Registration procedure and responsibilities

The registration process includes the Subject's request, generation of the pair of keys,
certification request for the public key and contract signature, not necessarily in that order.
During the process, the people involved have different responsibilities all of whom are required
for success.

e The Subject is responsible for providing correct and true information on their identity,
for reading carefully the materials provided by the CA, including via the RA, and for
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following the CA and/or RA's instructions in the certificate request process. When the
Subject is a legal entity, these responsibilities fall on the legal representative or proxy
requesting the certificate.

e When present, the Applicant is responsible for informing the Subject (on whose behalf
they are requesting the certificate) of the obligations deriving from the certificate, for
providing correct and true information on the Subject’s identity, and for following the CA
and/or RA’s instructions.

e When present, the Registration Authority (including via the Registration Appointee) is
responsible for clearly identifying the Subject and the Applicant, for informing the
subjects of their obligations deriving from the certificate and for carefully following the
processes established by the CA.

e The Certification Authority is responsible for the proper functioning of the entire
signature system, for correctly managing the PKI and for properly storing the certificates
unless otherwise agreed between the parties.

If the keys are generated by the Subject’s device, the Applicant must also send the request in
PKCS#10 format signed by the Applicant.

4.2 Certificate Application Processing
To receive a signature certificate, the Subject and/or the Applicant must:

» read this Certificate Practice Statement, the contract documentation and any additional
information

» follow the identification procedures adopted by the Certification Authority as described
in section 3

» provide all information necessary for the purposes of identification, accompanied by
appropriate documentation, where required

* insigning the request for registration and certification, accept the contractual conditions
regulating the provision of the service, as stated in analogue or electronic forms
prepared by the CA

4.2.1 Information to be provided by the Subject
4.2.1.1 Natural person

To request a signature certificate, the Subject or the Applicant requesting the natural person’s
certificate must provide the following information:

» last and first name

» date and place of birth

* tax code or similar identification code (TIN)

» residential address

» details of the identity document presented for identification, i.e., type, number, issuing
authority and date of issue

» e-mail address for communications sent by the CA to the Subject

» cell phone number to which the OTP will be sent when OTP technology is used

Optionally, the Subject (or Applicant) can provide a different name by which they are commonly
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known, which will be entered in the SubjectDN commonName field in the certificate. If the
Subject or Applicant does not provide another name, the Subject’s first and last name will be
entered in the commonName field.

If the natural person wants to certify their pair of keys, the applicant must also provide the
request file in PKCS#10 format signed by the Applicant.

4.2.1.2 Legal entity

When requesting a certificate for a legal entity, the Applicant, who is the entity's legal
representative or proxy, must provide the following information:

» Applicant’s first and last name

» Applicant's tax code or similar identification code (TIN)

» details of the identity document presented for the purpose of identifying the Applicant,
namely type, number, issuing authority and date of issue

» e-mail address for communications sent by the CA to the Applicant

» name of the legal entity that is the Subject

» VAT number or corporate register number for Italian Subjects, or VAT code or NTR for
foreign Subjects

Optionally, the Applicant can provide a different name by which the legal entity is commonly
known, which will be entered in the SubjectDN commonName field in the certificate.

If the legal entity wants to certify its pair of keys, the applicant must also provide the request
file in PKCS#10 format signed by the Applicant.

The information is saved in the CA's archives (during the registration phase) and will be used to
generate the certificate.

4.2.2 ldentification and authentication functions

During the initial registration and receipt of the registration and certification request, the
Subject or Applicant (the legal entity's legal representative) is given the security codes to activate
the signature device or signature procedure (if remote), and to request certificate suspension
(ERC or similar code, if provided by the contract). The security codes are provided in an
unmarked envelope; electronic codes are transmitted inside encrypted files, or may already be
in the Subject’s possession.

The CA may ask the Subject or Applicant (the legal entity’s legal representative) to choose their
own signature PIN; in this case, the Subject or Applicant is responsible for remembering the
PIN.

4.2.3 Certificate request approval or refusal

Following initial registration, the CA or RA can refuse to issue the signature certificate in the
event of missing or incomplete information, based on the coherence and consistency of
information provided, anti-fraud verifications, doubts regarding the Subject or Applicant's
identity, etc.
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4.2.4 Time permitted to prepare the certificate request

The time between the registration request and certificate issue depends on the request method
chosen by the Subject (or Applicant) and on whether any more information is required or if the
device needs to be physically delivered.

4.3 Certificate Issuance

4.3.1 CA's duties during certificate issue

4.3.1.1 Issuing the certificate on a signature device (smartcard or token)
The pair of encryption keys are generated by the RA directly on the secure signature devices,
using the applications provided by the CA, following secure authentication.

The RA sends the public key certification request to the Certification Authority in PKCS#10
format signed electronically using the signature certificate for this purpose.

After verifying the validity of the signature on the PKCS#10 and the subject's right to make the
request, the Certification Authority generates the certificate, which is sent to the device on a
secure channel.

4.3.1.2 Issuing the certificate on a remote signature device (HSM)
The Subject or Applicant signs in to the services or applications provided by the RA.

The pair of encryption keys are generated on the HSM at the TSP's site; then the RA sends the
public key certification request to the Certification Authority via a secure channel.

After verifying the validity of the signature on the PKCS#10 and the subject’s right to make the
request, the Certification Authority generates the certificate, which is saved on the HSM.

4.3.1.3 Issuing the certificate using a Card Management System

The pair of encryption keys are generated by the RA directly on the devices using an
authenticated Card Management System. The system manages the encryption device’s entire
lifespan, sending the electronically signed public key certification request in PKCS#10 format
on a secure channel.

After verifying the validity of the signature on the PKCS#10 and the subject’s right to make the
request, the Certification Authority generates the certificate, which is sent to the device on a
secure channel.

4.3.1.4 Issuing the certificate to a legal entity

The pair of encryption keys are generated by the RA directly on the HSM. The RA sends the
public key certification request in PKCS#10 format to the Certification Authority where the
request is signed electronically using the signature certificate via an automated procedure
specifically authorised for this purpose.

After verifying the validity of the signature on the PKCS#10 and the subject's right to make the
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request, the Certification Authority generates the certificate, which is saved on the HSM.

If the pair of keys are generated in the Subject's HSM, the Subject must send the signed
PKCS#10. After verifying the validity of the signature on the PKCS#10 and the subject’s right to
make the request, the Certification Authority generates the certificate, which is saved on the
HSM.

4.3.2 Notifying Applicants of certificate issuance

When the certificate is issued on an encryption device, the Subject (or Applicant) requires no
notification because the certificate is already present on the device given to them. In other
cases, the Subject (or Applicant) will be notified at the email address they provided at the time
of registration.

4.3.3 Activation

4.3.3.1 Activating the signature device (smartcard or token)

After receiving the device, the Subject uses the confidential activation codes and the software
provided by the CA to activate the device. The Subject also chooses a signature PIN and is
responsible for keeping it secure and confidential.

4.3.3.2 Activating the remote signature device (HSM)

To activate the remote signature device, the Subject (or Applicant for a legal entity) chooses the
signature PIN and is responsible for keeping it secure and confidential. The PIN is confirmed by
entry of the One-Time Password received via SMS or generated on the token or token app
linked to the certificate.

In some cases, the remote signature can be activated using one or more components of an
authentication system managed by the RA. In this case, the CA first verifies that the system’s
security requirements have been met, ensuring that the system guarantees only knowledge of
the datum for the Subject to create the signature, including through regular audits.
Responsibilities are defined contractually.

4.4 Certificate Acceptance

4.4.1 Conduct implying certificate acceptance
N/A

4.4.2 Publication of the certificate by the Certification Authority

Upon completion of the certification procedure, the certificate is entered in the certificates
directory and will not be made public.

4.4.3 Notifying other subjects of certificate publication

N/A
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4.5 Key Pair and Certificate Usage

4.5.1 Use of the private key and certificate by the Subject

The Subject must protect the signature device, if present, or the authentication tools for remote
signature. The Subject must store authorisation information for the private key separate from
the device. The Subject must guarantee protection of the confidentiality and storage of any
emergency request codes required to suspend the certificate. The Subject must use the
certificate only for the uses stipulated in the Certificate Practice Statement and in compliance
with the national and international laws in force.

The Subject must not affix electronic signatures using private keys whose certificate has been
revoked or suspended and must not affix electronic signatures using a certificate issued by a
revoked CA.

4.5.2 Use of the public key and certificate by End Users

The End User must know the cases in which the certificate may be used as indicated in the
Certificate Practice Statement and in the certificate itself. The End User must verify the
certificate’s validity before using the public key contained in it and must ensure that the
certificate has not been suspended or revoked, by consulting the lists in the certificates
directory. The End User must also verify the existence and the content of any limitations of use
for the pair of keys, powers of representation and professional qualifications.

4.5.3 Limitations of use and value

The Subject or Applicant may ask the Certification Authority to add personalised limitations of
use to the certificate. The CA will consider requests for other specific limitations of use based
on their legality, technical nature and interoperability.

Advanced electronic signature certificates and advanced electronic seal certificates can be
issued for testing purposes, with the following limitation of use:

e Use of the certificate is limited to signing documents for testing purposes. use of the
certificate is limited to the signature of documents for testing purposes

4.6 Certificate renewal

4.6.1 Reasons for renewal

Upon renewal, a new certificate is issued.

4.6.2 Who can request renewal

The Subject can request renewal of the certificate before its expiry only if it has not been
revoked. The certificate cannot be renewed after the expiry date; instead, a new certificate must
be requested.

The renewal procedure applies exclusively to certificates issued by InfoCert.
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Certificates for automatic signature cannot be renewed; instead, a new one must be issued.

Certificates issued to a legal entity cannot be renewed; instead, a new one must be issued.

4.6.3 Certificate renewal request

Certificates are renewed via a service provided by the CA within the framework of the
commercial and contractual relations established with the Subject and with the RA, if applicable.

4.7 Certificate Re-key

N/A

4.8 Certificate Modification

N/A

4.9 Certificate Revocation and Suspension

When a certificate is revoked or suspended, it is rendered invalid before its normal expiry and
any signatures affixed after publication of the revocation will not be valid. Revoked or
suspended certificates are entered in a Certificate Revocation List (CRL) signed by the CA having
issued them, which is published in the certificate directory on a regular basis. The CA may force
entry in the CRL in specific circumstances. Revocation and suspension take effect when the list
is published as attested by the registration date in the Certification Authority’'s control log.

4.9.1 Reasons for revocation

Revocation must be requested for the following reasons:

1. the private key has been compromised, or
» the secure signature device containing the key has been lost

» the key or its activation code (PIN) has been revealed, or, for remote signature
certificates, the OTP device has been compromised or lost

* an event compromising the key’s reliability has occurred

2. the Subject can no longer use the secure signature device in their possession, e.g., due
to device failure

3. the Subject’s data contained in the certificate have changed, including those relating to
the Role, which would render the data incorrect and/or untrue

4. the relationship between the Subject and the CA, or between the Applicant and the CA
has been terminated

5. this Certificate Practice Statement has not been followed in a substantial way
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4.9.2 Who can request revocation

The Subject can request revocation at any time and for any reason. The Applicant can also
request certificate revocation for the reasons and in the manners stated in this Certificate
Practice Statement. The CA can also revoke the certificate as a matter of right.

4.9.3 Revocation procedures

Revocation can be requested in different ways depending on the person requesting it.

4.9.3.1 Revocation requested by the Subject

The Subject is required to sign the revocation request using the form available on InfoCert’s
website, deliver it to the RA or send it directly to the CA by registered mail or certified e-mail,
attaching a copy of a valid identity document.

The CA verifies the request’s authenticity, revokes the certificate and immediately notifies the
Subject.

If the certificate being revoked contains information regarding the Subject’s Role, the CA will
report the revocation to any Concerned Third Party with whom specific agreements are in force.
If the certificate being revoked indicates the Organisation, the CA will inform the Organisation
of the revocation.

4.9.3.2 Revocation requested by the Applicant or the Concerned Third Party

The Applicant may request revocation of the Subject's certificate, as long as properly
authorized, by completing the revocation form available on the CA’s website and from the RA,
providing the reason for the request, attaching any necessary documentation, and indicating
the Subject’s data included in the certificate that were communicated to the CA when the
certificate was issued.

The CA verifies the request’s authenticity, notifies the Subject via the method of communication
established in the certificate request and revokes the certificate.

Agreements with the CA may include additional methods of revocation by the Applicant or
Concerned Third Party.

4.9.3.3 Revocation by the Certification Authority
If necessary, the CA can revoke the certificate, informing the Subject in advance, providing the

reason, date and time of the revocation.

If the certificate being revoked contains information regarding the Subject’s Role, the CA will
report the revocation to any Concerned Third Party with whom specific agreements are in force.
If the certificate being revoked indicates the Organisation, the CA will inform the Organisation
of the revocation.
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4.9.4 Grace period for the revocation request

The CRL grace period is the time at which the current CRL expires and when the CA publishes
the next CRL. To avoid inconveniences, this period is longer than the time needed by the CA to
generate and publish a new CRL. In this way, the current CRL will remain valid at least until it is
replaced by the new CRL.

4.9.5 Time permitted to prepare the revocation request

The revocation request is processed, and the new certificate status is published, within 24
(twenty-four) hours, except in cases where there are doubts about the authenticity of the
request itself. In these cases, the CA reserves the right to carry out further checks, for example,
to ascertain the identity of the applicant. In the latter case, the certificate will be suspended
while waiting for further authenticity checks.

4.9.6 Requirements for revocation checks
N/A

4.9.7 CRL publication frequency

Revoked or suspended certificates are entered in a Certificate Revocation List (CRL) signed by
the CA and published in the certificates directory. The CRL is published every hour (ordinary
issue). In special circumstances, the CA can force an unscheduled issue of the CRL (immediate
extraordinary issue) if a certificate is being revoked or suspended due to suspected
compromised confidentiality of the private key (immediate revocation or suspension). The CRL
is always issued in full. The CRL publication time is certified using the date provided by the
InfoCert Time Stamping Authority and recorded in the control log. Every element in the CRL
includes the revocation or suspension date and time in its extension. The CA reserves the right
to publish other CRL or CRL subsets separately to lighten network loads. Users are responsible
for acquiring and consulting the CRL. The CRL to be consulted for a specific certificate is
indicated in the certificate in accordance with the laws in force.

4.9.8 CRL maximum latency
The waiting period between the revocation or suspension request and its completion through
publication of the CRL is no more than one hour.

4.9.9 Online verification of certificate revocation status

In addition to publication of the CRL in LDAP and http directories, InfoCert also provides an
OCSP service for certificate status verification. The service's URL is indicated in the certificate.
This service is available 24 hours a day, 7 days per week.

4.9.10 Online verification service requirements

See Annex A.
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4.9.11 Other revocation forms

N/A

49.12 Specific rekey requirements in case of compromise
N/A

4.9.13 Reasons for suspensions

Suspension must be requested under the following conditions:

1. arevocation request has been made without it being possible to verify the authenticity
of the request in a timely manner

2. the Subject, Applicant or Concerned Third Party, RA or CA have doubts regarding the
certificate’s validity or about the identity of the Subject or Subscriber (e.g., due to
suspected or reported theft or identity fraud);

3. there are doubts regarding the OTP device’s security
4. atemporary interruption of certificate validity is required

In these cases, suspension will be requested for the certificate, stating the duration. Upon
expiry of that time period, the certificate will either be revoked or become valid again.

4.9.14 Who can request a suspension

The Subject can request a suspension at any time and for any reason. The Applicant can also
request a suspension for the reasons and in the manners stated in this Certificate Practice
Statement. The CA can also suspend the certificate as a matter of right.

4.9.15 How to request suspension

Suspension can be requested in different ways depending on the person requesting it.
Suspensions are always limited in time. Suspension ends on the last day of the requested
period.

4.9.15.1Suspension requested by the Subject

The Subject must request suspension using one of the following methods:

1. using the suspension function available on the CA’s website, providing the required data
and using the emergency request code provided when the certificate was issued

2. using(where available) the suspension with OTP function on the website indicated in the
contract documentation provided at Registration

3. calling the CA’s call centre and providing the required information. If the Subject does
not have an emergency request code and only if the suspension is requested for key
compromise, the Call Centre will verify the number of the call received and then
immediately suspend the certificate for ten calendar days until the Subject's written
request can be received. If the CA does not receive the signed request by that time, it
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will reactivate the certificate through the Registration Authority, which requests the data
necessary for necessary verifications and then asks the CA to suspend the certificate.
The Subject is required to sign the suspension request and deliver it to the RA or send it
directly to the CA by ordinary post or certified e-mail, attaching a copy of a valid identity
document.

4.9.15.2Suspension requested by the Applicant or the Concerned Third Party

The Applicant may request suspension of the Subject’s certificate by completing the revocation
form available on the CA's website and from the RA, providing the reason for the request,
attaching any necessary documentation, and indicating the Subject's data that were
communicated to the CA when the certificate was issued.

The CA verifies the request's authenticity, notifies the Subject via the methods of
communication established in the certificate request and suspends the certificate. Agreements
with the CA may include additional methods of suspension by the Applicant or Concerned Third
Party.

4.9.15.3Suspension by the Certification Authority

Except in cases of emergency, the CA informs the Subject in advance that the certificate is to be
suspended, providing the reason for the suspension and the start and end dates. In any case,
the Subject is informed of these dates as soon as possible.

If the certificate being suspended contains information regarding the Subject’s Role, the CA will
report the suspension to any Concerned Third Party with whom specific agreements are in
force. If the certificate being suspended indicates the Organisation, the CA will inform the
organisation of the suspension.

49.16 Limitations to the suspension period

Upon expiry of the requested suspension period, the certificate's validity is restored through
removal of the certificate from the certificate revocation list (CRL). It is reactivated within 24
(twenty-four) hours of the end of the suspension period. If the suspension end date coincides
with the certificate’s expiry date or follows it, suspension becomes revocation and takes effect
on the first day of suspension.

4.10 Certificate status services

4.10.1 Operational characteristics

Certificate status information is available via the CRL and the OCSP service. A revoked
certificate’s serial number remains in the CRL even after the end of the certificate’s validity and
at least until expiry of the CA certificate.

Certificate information provided by the OCSP service is updated in real time.
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4.10.2 Service availability
The OCSP service and the CRLs are available 24 hours a day, 7 days per week.

4.10.3 Optional characteristics

4.11End of Subscription

The Subject and/or the Applicant’s relationship with the Certification Authority ends once the
certificate expires or is revoked, except in specific cases defined contractually.

4.12 Filing with third parties and recovery of the key

N/A

5 FACILITY, MANAGEMENT, AND OPERATIONAL
CONTROLS

InfoCert TSP has created a security system for its digital certification service computer system.
The security system has three levels:

e aphysical level guaranteeing the security of the environments in which the CA manages
the service
e aprocedural level, with strictly organisational aspects

e a logical level, with hardware and software technological measures addressing the
problems and risks related to the type of service and the infrastructure used

This security system was created to avoid risks deriving from system, network and application
malfunctions, hacking and data modification.

To request an except from InfoCert’s security policy, please write to infocert@legalmail.it.

5.1 Physical security Controls
The measures adopted provide adequate security guarantees with regard to:

¢ building and construction characteristics

e active and passive intrusion detection systems
e physical access controls

e electric power and air conditioning

o fire protection

o flood protection

e magnetic media archiving
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e magnetic media archiving sites

5.1.1 Structure location and construction

InfoCert's primary delivery site is located at its operating headquarters in Padua. The Disaster
Recovery site is located in Milan and is connected to the Data Centre via a dedicated connection
with redundancy on two different 40 Gbit/s MPLS circuits that can be upgraded to 100 Gbit/s.

Both sites have rooms, protected with the highest levels of both physical and logical security,
hosting the computer hardware constituting the core of the digital certification, time stamping,
remote signature and automatic signature services.

For services that need business continuity with RTO / RPO values close to zero, some
components of the CA services relating to publication of the CRLs and the OCSP are hosted on
cloud infrastructure provided by third-party service providers, respectively, in the Frankfurt,
Ireland and Milan European regions. Furthermore, in order to guarantee the business
continuity for the CA "InfoCert Qualified Electronic Signature CA 4", an encrypted copy of the
data is carried out on the cloud in Milan, Europe.

The suppliers employed by Infocert have compliance certifications the ISO/IEC 27001:2022 and
ISO 9001:2015 standards. Concerning the cloud infrastructure, the suppliers also have the
ISO/IEC 27017:2015 and ISO/IEC 27018:2019 certifications.

5.1.2 Physical access

Access to the Data Centre is regulated by InfoCert's security procedures. Inside the Data Centre
is @ bunker area hosting the CA's system for which an additional security factor is required.

5.1.3 Electric and air conditioning system
The primary service provision site in Padua is certified at the level of Rating 3 according to ANSI
TIA 942.

Its technical rooms have an electric power system designed to prevent failures and especially
interruptions. The systems’ power source uses the most modern technologies to increase
reliability and guarantee redundancy of the functions most critical to the services.

The power supply infrastructure includes:

e uninterrupted power supply (UPS), with alternating current accumulators
e availability of alternating current (220-380V AC)

e cabinets with redundant power source and protected lines, sized for the agreed power
draw

e emergency generators

e automatic system and generator, network and battery switching and synchronisation
(STS)

Each technological cabinet installed at the Data Centre is equipped with two electric lines

guaranteeing HA in the event of interruption of one of the two lines.
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The technological cabinet is monitored remotely with constant power line status (on/off) and
absorbed power checks (each line must not exceed 50% of the load).

The technical area is generally kept at a temperature of between 20° and 27° with relative
humidity of between 30% and 60%. The systems are equipped with condenser coils with
collection system and sealed condensate drain monitored by flood probes. The entire A/C
system is slaved to emergency generators in case of power failure. Guaranteed cooling capacity
per cabinet with maximum load of 10 kW and maximum 15 kW per pair of side-by-side cabinets.

5.1.4 Flood prevention and protection

The building is located in an area not subject to environmental risks due to proximity to
“dangerous” installations. During building design, appropriate steps were taken to isolate
potentially dangerous areas, such as those containing the generator and the central heating
plant.

The area hosting the hardware is located on the ground floor above road level.

5.1.5 Fire prevention and protection

The Data Centre has a smoke detection system with NOTIFIER analogue system with optical
sensors located in the environment and in the false ceiling, and air sampling sensors installed
in the subfloor and in the air ducts.

The automatic fire detection system is connected to environmentally friendly ARGON |G-
O0Tautomatic gaseous fire suppression systems.

In the event two detectors in the same area are triggered simultaneously, the extinction system
is triggered for the affected area.

Each fire-prevention area is equipped with a dedicated extinction system.

Portable extinction means are also present, in accordance with the laws and regulations in
force.

Primary air ducts slaved to the hardware rooms are equipped with fire dampers located at
intersections of fire areas triggered by the automatic fire detection system.

5.1.6 Storage media

The solution used for the storage platform is NetApp systems (FAS 8060) for the NAS part. For
the SAN part, an infrastructure is used for the data centre part based on Infinidat technologies
with two F4000 and F6000 generation InfiniBox enclosures. For the CA, the infrastructure is
based on Pure Storage technology.

5.1.7 Waste disposal

InfoCert is ISO 14001 certified for sustainable environmental management. The company
adopts internal procedures for the secure deletion of data from enterprise-class storage
devices through the use of suppliers who guarantee its deletion. Its waste management cycle
is compliant with current national regulations and uses exclusively suppliers authorized for the
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transport and destination of the same.

5.1.8 Off-site backup

In the Disaster Recovery site, the onsite backup is locally stored and a backup copy is stored on
third party off-site locations.

5.2 Procedural controls

5.2.1 Key roles

Key roles are played by persons having the necessary requisites of experience, professionalism
and technical and legal skills, which are verified regularly at annual reviews.

The list of names of people in key roles was filed with the AgID at the time of first accreditation
and is kept up to date with company organisational changes.

5.3 Personnel controls

5.3.1 Required qualifications, experience and authorisations

Once annual human resource planning has been completed, the Department/Organisational
Structure Manager identifies the job profiles required. Then the search and selection process
is initiated in collaboration with the selection manager.

5.3.2 Experience control procedures

Job candidates undergo the selection process with an initial background and motivation
interview with the selection manager, followed by a second technical interview with the
Department/Organisational Structure Manager to verify the skills claimed by the candidate.
Other verification tools include exercises and tests.

5.3.3 Training requisites

In order to prevent any single person from compromising or altering overall system security or
from performing unauthorised activities, system operational management is assigned to
different people having separate and clearly defined duties. The person responsible for
designing and providing the certification service is an InfoCert employee who was selected for
their computer system design, creation and operational experience, and for their reliability and
discretion. Regular training is provided to develop knowledge of the duties assigned. In
particular, employees receive training to guarantee their necessary technical, organisational
and procedural skills prior to assuming their duties.

5.3.4 Frequency of refresher courses

Training needs are assessed at the beginning of each year in order to define the training
plan for the year. The analysis includes:

*» meeting with Corporate Management to collect data regarding training needs
required to meet company objectives
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» interview with Managers to identify specific training needs in their area

» presentation of the collected data to Company Management for approval of the
Training Plan

The Training Plan is shared with the employee staff and made public in February.

5.3.5 Frequency of shift rotations
On-site or smart working shifts are between 8:00 AM and 7:00 PM from Monday to Friday.

Production areas are monitored at night and on holidays via an on-call rotation scheduled by
the manager on a monthly basis with at least 10 (ten) days’ notice. Intervention can be provided
remotely or on site, as required.

The Company ensures as many employees possessing the necessary technical and professional
skills are included in the on-call system, with priority given to employees requesting inclusion.
5.3.6 Sanctions for unauthorised activities

Please see the metalworkers and private industrial systems national labour collective
agreement (CCNL Metalmeccanici e installazione impianti industria privata) for information on
sanctions procedures imposed to the employee staff.

5.3.7 Non-employee controls

Access to non-employee personnel is governed by a specific corporate policy.

5.3.8 Documentation to be provided by personnel

When they are hired, employees must provide a copy of a valid identity document, a copy of a
valid health card and a passport-sized photo for their access badge. They must complete and
sign the personal data processing consent form and agree not to disclose confidential
information and/or documents. They must read InfoCert's Code of Ethics and Netiquette.

5.4 Audit Logging Procedures

All events related to CA management and the certificate are recorded in the control log as
required by the regulations and the technical rules [5].
5.4.1 Types of events recorded

Security events, start-ups and shut-downs, system crashes and hardware failures, firewall and
router activities, and PKI system access attempts are recorded.

All data and documents used in the applicant’s identification and acceptance phase are stored:
copy of the identity card, contracts, certificate of incorporation, etc.

Events related to certification registration and life cycle are recorded: certificate requests and
renewals, certificate registrations, generation, diffusion and revocation/suspension.

All events regarding the personal nature of the signature device are recorded.
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All events are recorded with the system date and time of the event.

5.4.2 Frequency of control log processing and registration

Data processing, grouping and recording on InfoCert's compliant archiving system is done
monthly.

5.4.3 Control log storage period

The CA keeps the control log for a number of years defined contractually.

5.4.4 Control log protection

The control log is protected by InfoCert's electronic document archiving system, which is
accredited with the AgID in accordance with the legislation in force.

5.4.5 Control log backup procedure

The electronic document archiving system applies a backup policy and procedure in accordance
with the system’s manual.

5.4.6 Control log recording system

Event logs are collected by ad-hoc automatic procedures. They are recorded by procedures in
accordance with InfoCert's archiving system’s manual.

5.4.7 System vulnerability notification

N/A

5.4.8 Vulnerability assessments

InfoCert regularly performs system vulnerability assessments and penetration tests. Based on
the results, it applies all necessary countermeasures to protect application security.

5.5 Records Archival

5.5.1 Types of report archived

All reports related to a Certification Authority’s events are drafted and archived. The
Certification Authority archives the reports for 20 (twenty) years in InfoCert's documentation
archiving system.

5.5.2 Protecting the reports

Protection is guaranteed by InfoCert's document archiving system, which is accredited with the
AglD.

5.5.3 Report backup procedures

The standardised archiving system applies a backup policy and procedure as required by the
system'’s manual
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5.5.4 Report time stamping requirements
N/A

5.5.5 Archive storage system

Reports are collected by ad-hoc automatic procedures. They are recorded by the procedures
as described in the manual of InfoCert’s archiving system.

5.5.6 Archive information access and verification procedures

Automatic procedures and systems have been established to monitor the status of the
certification system and the CA's entire technical infrastructure.

5.6 Key Changeover

The CA regularly replaces its certificate private key used to sign certificates in a manner that
ensures the Subject can use their certificate right up to the time of renewal. Each replacement
will be indicated in this manual and reported to the CAB.

5.7 Compromise and Disaster Recovery

5.7.1 Incident management procedures

The CA has described the incident management procedures for the SGSI certificate under 1ISO
27001. Every incident is analysed as soon as it is detected, corrective countermeasures are
identified and the service manager drafts a report. The report is signed electronically and sent
to the InfoCert archiving system. A copy of it is also sent to the AgID, along with the report on
the actions taken to eliminate the causes of the incident if they were under InfoCert's control.

5.7.2 Hardware, software or data corruption

In the event of failure of the HSM security signature device containing the certification keys, the
backup copy of the certification keys is used and the CA's certificate does not need to be
revoked.

Software and data are backed up on a regular basis in accordance with internal procedures.

5.7.3 Procedures in the event of compromise of the CA private key

Compromise of the certification key is considered particularly critical because it would
invalidate the certificates issued and signed using that key. Therefore, special care must be
taken to protect certification keys and with regard to system development and maintenance
that can impact that protection.

InfoCert has described the procedure to be followed in the event of key compromise in the ISO
27000 SGSI certificate, providing proof of it to the CAB.

5.7.4 Provision of CA services in the event of disaster
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InfoCert has adopted the procedures necessary to guarantee continuity of service even in
highly critical situations or in disasters.

5.8 CA or RA Termination

In the event of cessation of the certification activity, InfoCert will give the supervisory authority
(AgID) at least 60 (sixty) days’ advance notice, indicating the replacement certification body, the
depositary of the certificate directory and related documentation, if available. InfoCert will also
notify all holders of certificates issued by it of the cessation of activity with the same notice
period. If no replacement certification body is indicated in the notice, it will be clearly stated
that all certificates not yet expired at the time of the CA’s cessation of activity will be revoked.

6 TECHNICAL SECURITY CONTROLS

6.1 Key Pair Generation and Installation

To perform its activity, the Certification Authority needs to generate the pair of certification keys
for the signature of Subject’s certificates.

The keys are generated only by people specifically assigned this duty. The keys and the
signature are generated in dedicated and certified encrypted modules in accordance with the
legislation in force.

The CA private keys are protected by the key generation and use encryption module. The
private key can be generated in the presence of two operators responsible for generation. Keys
are generated in the presence of the service manager.

The CA private keys are duplicated only for recovery following breakage of the secure signature
device, in a controlled procedure that separates the key and the context on several devices as
required by the HSM device's security criteria.

The encryption module used to generate the keys and signature has requisites that ensure:
= compliance of the pair of keys with the requisites set by the generation and verification
algorithms used
» equal possibility of generating all possible pairs
» identification of the subject activating the generation procedure

» that signature generation is done inside the device to prevent interception of the value
of the private key used
6.1.1 Generation of the Subject’s pair of keys

The asymmetrical keys are generated inside an SSCD or QSCD Secure Device for the Signature
Creation using the devices’ native functions.

If the CA did not provide the device, the applicant must ensure the device complies with the
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legislation in force, presenting appropriate documentation and being subject to regular audits.

6.1.2 Delivery of the private key to the Applicant

The private key is contained in the SSCD or QSCD encryption device. When the Subject is given
the encryption device, they enter into full possession of the private key, which can be used only
with the PIN, which is known only to the Subject.

If registration is done in the Subject's presence, the device is delivered when the keys are
generated.

If the Subject is not present during registration, the device is delivered according to methods
defined in the contract, ensuring that the device and the information for its use travel via
different channels or are delivered to the Subject at different times.

6.1.3 Delivery of the public key to the CA
N/A

6.1.4 Delivery of the public key to users

The public key is contained in the certificate issued only to the applying subject. If the Applicant
requests it, it is also published in the certificates directory, where it can be retrieved by the User.

6.1.5 Key algorithm and length
The pair of asymmetrical certification keys is generated in a hardware encryption device as
explained above.

The CA root keys that sign the issuing of new certificates can be:

» RSA asymmetric keys with a length of not less than 4096 bits;
» ECasymmetric keys on one of the elliptic curves provided by ETSI document TS 119 312
- Cryptographic Suites with a length of not less than 256 bits.

Subject keys can be:
» asymmetric RSA keys with a length of not less than 2048 bits;

» EC asymmetric keys on one of the elliptic curves provided by ETSI TS 119 312 -
Cryptographic Suites document with length not less than 256 bits.

6.1.6 - EC asymmetric keys on one of the elliptic curves provided in ETSI
document TS 119 312 - Cryptographic Suites with a length of not less
than 256 bits.Quality controls and public key generation

The devices used are certified in accordance with high standards of security (see 8 6.2.1)
and guarantee that the key is both correct and random. Before issuing the certificate,
the CA verifies that the public key has not already been used.

6.1.7 Purpose of key use
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6.1.7.1 Use of the CA key

The CA key is used only to sign Subject’s certificates, Revocation Lists and OCSP certificates. The
CA certificate’s KeyUsage extension contains the certified signature (keyCertSign) and CRL
signature (cRLSign).

OCSP responses are signed using specific certificates with extKeyUsage valued with
ocspSigning.
6.1.7.2 Use of the Subject’s key

The Subject's key use is determined by the KeyUsage extension as defined by standard X509.
For the certificates described in this Certificate Practice Statement, the only permitted use is
“non-repudiation”, that is, certificates can be used only for signing.

6.2 Private key protection and Cryptographic Module
Engineering Controls

6.2.1 Encryption module controls and standards

The encryption modules used by InfoCert for the certification keys (CA) and for the OCSP
responder are FIPS 140 Level 3 and Common Criteria (CC) Information Technology Security
Evaluation Assurance Level (EAL) EAL 4 in Europe.

Smart cards used by InfoCert for remote and automatic signature are secure cryptographic
devices.

6.2.2 Controls of the CA private key by more than one person

Only two simultaneously authenticated people can access the devices containing the
certification keys.

6.2.3 Filing of the CA private key with third parties

N/A

6.2.4 Backup of the CA private key

The key backup is stored in a vault that can be opened only by personnel who do not have
access to the HSM devices. Therefore, recovery requires the presence of both the person having
access to the devices and the person having access to the vault.

6.2.5 Archiving of the CA private key
N/A

6.2.6 Transfer of the private key from a module or to an encryption module
N/A
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6.2.7 Storage of the private on an encryption module

The certification key is generated and stored in a protected area of the encryption device that
prevents it from being exported. In the event the protection is forced, the device's operating
system blocks the device or makes it illegible.

6.2.8 Private key activation method

The certification private key is activated by the CA's software in dual control, that is, by two
people having specific roles and in the presence of the service manager.

The Subject or Applicant on behalf of the legal person is responsible for protecting the private
key with a strong password to prevent unauthorised use. The Subject must sign in to activate
the private key.

6.2.9 Private key deactivation method

N/A

6.2.10 Destruction method for the CA private key

The InfoCert staff member responsible for this destroys the private key when the certificate has
expired or been revoked using security procedures established by the security policies and the
device manufacturer's instructions.

6.2.11 Classification of the encryption modules
N/A

6.3 Other aspects of Key Pair Management

N/A

6.3.1 Archiving of the public key
N/A

6.3.2 Certificate and pair of keys validity period

The certificate’s validity period is determined by:

» the state of the technology
» the state of encryption knowledge
» the planned use of the certificate
The certificate’s validity period is expressed inside it as explained in section 3.3.1.

Currently, the CA certificate has a duration of no more than 16 (sixteen) years. Certificates
issued to natural or legal persons are valid for no more than 63 (sixty-three) months if

pag. 43 di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

compatible with the strength of the algorithms used.

6.4 Activation data

See sections 4.2 and 6.3.

6.5 Computer Security Controls

6.5.1 Specific computer security requirements

The operating system of the computers used to generate keys in certification activities,
generate certificates and manage the certificates directory are hardened, which means that
they are configured in a way that minimises the impact of any vulnerability by eliminating all
functions that are not necessary for the CA's operation and management.

System administrators, who are appointed in accordance with the legislation in force, access
the system via an on-demand root application that allows root user privileges only with
individual authentication. Accesses are tracked and logged, and archived for 12 (twelve)
months.

6.6 Life Cycle Security Controls

InfoCert assigns strategic importance to the secure processing of information and recognises
the need to develop, maintain, control and constantly improve an information security
management system (SGSI) in accordance with ISO/IEC 27001.

InfoCert has been ISO/IEC 27001:2005 certified since March 2011 for EA:33-35 activities. In
March 2015, the company was certified according to the new version of the ISO/IEC 27001:2013
standard and has recently obtained ISO/IEC 27001:2022 certification.

The SGSI includes procedures and controls for:

e asset management

e access control

e physical and environmental security

e oOperating activity security

e communications security

e systems acquisition, development and maintenance
e incident management

e business continuity

All procedures are approved by their managers and shared within the InfoCert document
management system.
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6.7 Network Security Controls

For the certification service, InfoCert has created a network security infrastructure based on the
use of firewalls and the SSL protocol in order to create a secure channel between the
registration offices and the certification system, and between it and the
administrators/operators.

InfoCert's systems and networks are connected to the Internet behind firewall systems able to
split the connection into areas with progressively higher security levels: Internet, DMZ
(Demilitarized Zone) or Perimeter networks and Internal Networks. All traffic flowing between
the different areas is subject to acceptance by the firewall, on the basis of a set of established
rules. The rules defined for firewalls are designed in accordance with the principles of “default
deny” (anything not expressly permitted is forbidden by default, that is, the rules allow only
whatever is strictly essential for correct operation of the application) and “defence in depth”
(successive levels of defence, first at the network level, by means of successive firewalls, and
then through hardening at the system level).

6.8 Timestamping

For information on time stamping, see the ICERT-INDI-TSA Certificate Practice Statement on the
InfoCert website.

7 CERTIFICATE, CRL AND OCSP FORMAT

7.1 Certificate profile
The certificate contains the information indicated on the certification request.

The certificate format conforms with the eIDAS Regulation and the CNIPA Deliberation [9] to
guarantee complete legibility and verifiability with respect to European law and certificates.

InfoCert uses standard ITU X.509, version 3 for the entire PKI structure.

In APPENDICE A, the format of the root certificates and of the subjects, whether natural persons
or legal entities, is described.

7.1.1 Version number

All certificates issued by InfoCert are X.509 version 3.

7.1.2 Certificate extensions
N/A

7.1.3 Signature algorithm OID

Algorithm used for signature certificates can be selected from the following options:
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sha256WithRSAENncryption [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1)
sha256WithRSAENncryption(11)]

ecdsa-with-SHA256 [iso(1) member-body(2) us(840) ansi-x962(10045) signatures(4) ecdsa-with-
SHA2(3) ecdsa-with-SHA256(2)]

ecdsa-with-SHA384 [iso(1) member-body(2) us(840) ansi-x962(10045) signatures(4) ecdsa-with-
SHA2(3) ecdsa-with-SHA384(3)]

7.1.4 Name forms

Each certificate has a serial number unique to the CA having issued it.

7.1.5 Naming constraints

See section 3.1.

7.1.6 Certificate OID

See section 1.2.

7.2 CRL profile

To form certificate revocation lists (CRL), InfoCert uses the RFC5280 “Internet X.509 Public Key
Infrastructure Certificate Revocation List (CRL)" profile and adds the extensions defined by RFC
5280 to the base format: “Authority Key Identifier”, “CRL Number”, “Issuing Distribution Point”
and “expiredCertsOnCRL"

7.2.1 Version number

All CRL issued by InfoCert are X.509 version 2.

7.2.2 CRL extensions

For CRL extensions, see
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ANNEX A.

7.3 OCSP profile

In order to determine a certificate’s revocation status without requesting it from the CRL,
InfoCert provides OCSP services conforming to the RFC6960 “X.509 Internet Public Key
Infrastructure Online Certificate Status Protocol - OCSP” profile. The protocol specifies the data
that must be exchanged between an application wanting to verify the certificate's status and
the OCSP service.

7.3.1 Version number

The OCSP protocol used by InfoCert complies with RFC6960 version 1.

7.3.2 OCSP extensions

For OCSP extensions, see
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ANNEXA.

8 COMPLIANCE AUDIT AND OTHER
ASSESSMENT

In accordance with the Regulation, InfoCert has requested a Conformity Assessment Report
(CAR) from an assessment body accredited by the Conformity Assessment Body (CAB); in Italy,
this is Accredia.

8.1 Conformity assessment frequency or circumstances

The conformity assessment is repeated every two years, although the CAB conducts a
surveillance audit every year.

8.2 Auditor identity and qualifications

The assessment is performed by

Company name CSQA Certificazioni S.r.l.
Via S. Gaetano n. 74, 36016 Thiene (VI)
Telephone number +39 0445 313011

Business Register Number Tax Identification Number 02603680246
Vicenza corporate register: 02603680246
Economic and administrative index: 258305

VAT Code 02603680246

Website https://www. csqa.it

8.3 Relations between InfoCert and the CAB

The service is provided by InfoCert as a qualified trust service provider within the meaning of
Regulation (EU) No. 910/2014 of 23/07/2014, on the basis of a conformity assessment carried
out by the Conformity Assessment Body CSQA Certificazioni S.r.l. pursuant to the above
Regulation and to the ETSI EN 319 401 standard, and according to the elDAS assessment
scheme defined by ACCREDIA in accordance with the ETSI EN 319 403 and UNI CEI EN ISO/IEC
17065:2012 standards.

8.4 Objective assessment aspects

The CAB assesses conformity of the procedures adopted, the CA’'s organisation, the
organisation of the roles, personnel training and contractual documentation with respect to the
Certificate Practice Statement, the Regulation and the applicable legislation.
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8.5 Consequences of nonconformity

The CAB informs InfoCert of any instance of nonconformity, requesting it guarantee correction.
The CAB may decide to repeat the audit once the nonconformity has been corrected.

InfoCert undertakes to resolve all nonconformities in a timely manner, making all necessary
improvements and adjustments.

9 OTHER BUSINESS AND LEGAL ASPECTS

9.1 Fees

9.1.1 Certificate issue and renewal rates

Rates are available on www.infocert.it, or from the Registration Authority. The CA may sign
commercial agreements and establish special rates with the RA and/or the Customers.

9.1.2 Certificate access fees

N/A

9.1.3 Fees for access to certificate revocation and suspension status
information

Access to the certificate revocation list (CRL) is free of charge.

9.1.4 Fees for other services

Rates are available on www.infocert.it, or from the Registration Authority.

The CA may sign commercial agreements and establish special rates with the RA and/or
Customers.

9.1.5 Refund policies

If the service is purchased by a person who can be legally classified as a consumer, the latter
has the right to withdraw from the contract within 14 (fourteen) days of contract signature, and
the price paid is refunded. Instructions to exercise the right of withdrawal and request a refund
are available in the customer service section at www.infocert.it or from the RA.

9.2 Financial Responsibility

9.2.1 Insurance coverage

The InfoCert TSP has taken out an appropriate insurance policy covering operational risks and
damages caused to third parties, as required by AgID Determination No. 185/2017.
The policy provides for the following maximum coverage limits:
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* EUR 3,000,000 per claim;
* EUR 6,000,000 per year.
9.2.2 Other activities
N/A

9.2.3 Guarantee or insurance coverage for end users

See section 9.2.1.

9.3 Confidentiality of Business Information

9.3.1 Scope of confidential information

No confidential information is managed for the activity that is the subject matter of this Manual.

9.3.2 Information not included in the scope of confidential information
N/A

9.3.3 Duty to protect confidential information
N/A

9.4 Privacy of Personal Information

Unless expressly agreed otherwise, information concerning the Subject and the Applicant that
comes into the CA’s possession in the course of its typical activities is deemed confidential and
not publishable, except where explicitly intended for public use (public key, certificate (if
requested by the Subject), certificate revocation and suspension dates). In particular, InfoCert
processes personal data in accordance with CAD, Legislative Decree 196 of 30 June 2003 [4], as
amended by Legislative Decree 101 of 10 August 2018, containing measures for the compliance
of national law with Regulation (EU) No 2016/679 of the European Parliament and of the Council
of 27 April 2016, on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation) (Official Journal 205 of 4 September 2018).

9.4.1 Privacy program

InfoCert adopts a set of policies by which it implements and integrates personal data protection
in its information security management system certified under ISO 27001, sharing its
continuous improvement process with this system.

9.4.2 Data considered to be personal

Any data meeting the definition of personal data under the legislation in force [4] is considered
personal. Therefore, personal data is any information regarding a natural person that is
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identified or identifiable, including indirectly, through reference to any other information,
including a personal identification number.
9.4.3 Data not considered personal

Data that are to be made public by the CA's technical management, i.e. public key, certificate (if
requested by the Subject), certificate revocation and suspension dates are not considered
personal data.

9.4.4 Data Controller

Company name InfoCert S.p.A
Registered office Piazzale Flaminio 1/B
00196, Roma (RM)
Email richieste.privacy@legalmail.it

9.4.5 Privacy notice and consent to personal data processing

InfoCert's privacy notice is available on the website www.infocert.it at the following link:
https://www.infocert.it/informative-privacy.

InfoCert will process the data in the manner and form required by law [4]. The processing will
be based on an appropriate legal basis as described in the privacy notice.

In cases where identification requires the processing of biometric data, InfoCert will request
consent before providing the service.

If the processing is carried out by another legal entity on behalf of InfoCert, the privacy notice
will be made available by that third party, which will also collect consent where necessary.

pag. 51 di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved


mailto:richieste.privacy@legalmail.it

ICERT-INDI-FEA Version 1.8 - 28/05/2025

9.4.6 Data disclosure following a request from the Authority

Data must be disclosed following a request from the Authority and is done in the manner
established by the Authority on a case-by-case basis.

9.4.7 Other reasons for disclosure
N/A

9.5 Intellectual Property Rights

Copyright to this document is owned by InfoCert. All rights reserved.

9.6 Representation and Warrantees

See the contract between CA, RA, Applicants and Subjects for information on the guarantees
and responsibilities of each party.

9.7 Disclaimers of Warranty

See the contract governing the service for this aspect.

9.8 Limitations of Liability

See the contract governing the service for this aspect.

9.9 Indemnities

See the contract governing the service for this aspect.

9.10 Term and termination

9.10.1 Term

This CPS remains in force until otherwise communicated by InfoCert on its website.

9.10.2 Termination

See the contract governing the service for information on contract termination.

9.10.3 Effects of termination

Termination triggers immediate revocation of the certificate.
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9.11Individual notice and communications with participants

See the contact channels indicated in section 1.5.2.

9.12 Amendements

The CA reserves the right to modify this document for technical reasons or due to procedural
modifications as required by law or regulations, or to optimise the working cycle. Each new
version of the Certificate Practice Statement cancels and replaces the previous versions, which
remain applicable to certificates issued when they were in force and until their first expiry date.

Variations not having a significant impact on users will be indicated by an increase in the
document’s release number, while variations having a significant impact on users (e.g.,
modifications to operating procedures) will be indicated by an increase in the document’s
version number. In any case, the Manual will be published promptly and made available
following the usual procedures. Each technical or procedural modification to this Certificate
Practice Statement will be promptly reported to the RA.
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9.12.1 Revision history

Version/Release: 1.8
Version/Release date 28/05/2025
Description of changes: General review of document styles and formatting
Reasons: Document Accessibility
Update of the company logo and InfoCert office information
§5.1.1:
Update of Disaster Recovery site; addition of new Cloud Region; removal of
Figure 1

Update of eIDAS Regulation reference

update of ISO 9001 and ISO/IEC 27001 versions

§9.10.1 Update of Termination

§ 9.2.1 Clarifications on insurance coverage

§ 9.4.5 Clarifications regarding the Privacy Notice and consent to the processing
of personal data

Table 5 - Version 1.8

Version/Release: 1.7
Version/Release date 15/05/2024
Description of changes: 8§ 1.2, 4.1.1: Clarification with added InfoCert website

§ 1.3.1: Review of company data

§ 1.3.2.1: Clarifications

88§ 1.5.1, 4.9.3: Deleted fax from contacts and contact update

8§ 1.5.2,9.10.7: Update of company business unit names

§1.6.1 e 1.6.2: Added “Customer”, updated definitions and acronyms
8§ 2.2.3, 2.3.1, 2.3.2: Clarifications on the publication address

§ 5.1.1: Review of description

§ 5.1.3: Updated certification of the website

§5.1.7 e 5.1.8: Review of description

§ 6.2.1: Review of description

§ 6.3.1: Update Certificate duration

§ 8.3: Review of description

88 6.1.5, Annex A: Review and update new root CA

General revision with spelling and grammatical corrections, reformulations and
clarifications

Motivation: General review
New root CA

Table 6 - Version 1.7

Version/Release: 1.6
Version/Release date 12/05/2023
Description of changes: Update InfoCert Logo

Update facility details 88 5.1.1, 5.1.3, 5.1.5
Update algorithms and keys 8§88 6.1.5,7.1.3
§ Annex A Update CRL and OCSP formats

pag. 54 di 71

tinexta
infocert

InfoCert S.p.A. — All rights reserved



ICERT-INDI-FEA Version 1.8 - 28/05/2025

Motivation: Periodic document revision
Rebranding
Table 7 - Version 1.6

Version/Release: 1.5

Version/Release date 20/05/2022

Description of changes: Correction of typos
Accessible formatting

Motivation: Periodic document revision

Table 8 - Version 1.5

Version/Release: 1.4

Version/Release date 24/03/2022

Description of changes: update of identification methods § 3.2.3.4 e 3.2.3.6
Motivation: New process and flow needs

Table 9 - Version 1.4

Version/Release: 1.3
Version/Release date 08/06/2021
Description of changes: correction of misprints

revision and policy addition 8 1.2
update of group name § 1.3.1
update of contacts § 1.5.2
revision of description 8 4.3.1.2,
addition of limitation of use for testing purposes 8 4.5.3
technological update and references to services hosted on the AWS cloud 8§
5.1.1
technological update § 5.1.6
update of description 88 2.2.3, 5.3.5, 6.1.7
addition of new CA root 8 Appendix A
Motivation: periodic document revision
Table 10 - Version 1.3

Version/Release: 1.3
Version/Release date 25/07/2019
Description of changes: correction of misprints

change of company logo
update of anti-money laundering legislation 8 3.23.2
update of privacy notice § 9.4
Motivation: document revision for change of legislative and business context, and
correction of misprints

Table 11 - Version 1.2

Version/Release: 1.1

Version/Release date 12/07/2017

Description of changes: § 1.3.1.1 simplification of IR appointment procedure; § 1.3.3 correction of
misprints;

§ 1.4.2 correction of misprints;

§ 1.6 alignment of definitions; § 2.2.1 correction of misprints;

§ 2.2.2 definition of non-possibility to publish certificates;

§ 3.2. and 8 3.2.3.2 elimination of redundant reference to Legislative Decree
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231/2007 for Italy;
§ 3.2.1 section rewritten;
§ 3.2.3.4 section rewritten without altering its meaning;
§ 3.4.1 correction of misprint;
§ 4.1.1 modification of website;
§ 4.1.2 replacement of “inscription” with “registration”;
§ 4.3.3.2 modification of remote signature device activation procedure;
§ 4.4.2 definition of non-possibility to publish certificates;
§ 4.5.1 correction of misprints;
§ 4.9.3.2 simplification of the revocation request procedure; § 4.9.6 correction
of misprint in document structure;
§4.9.10,84.9.11, § 4.9.12 correction of misprint in document structure;
§ 4.10.1 section rewritten;
§ 5.6 section rewritten;
§ 6.1 insertion of reference to CSP ICERT-INDI-TSA;
§ 7.3 section rewritten;
§ 8 and 8 8.5 correction of misprints;
§9.1.1 and 8 9.1.4 and 8 9.1.5 modification of website;
§9.1.2 correction of misprint;
§ 9.12 correction of misprint;
§ 9.12.3 simplification of Certificate Practice Statement retrieval;
Appendix A - correction of misprints
Motivation: document revision for change of business context, and correction of misprints

Table 12 - Version 1.1

Version/Release: 1.0
Version/Release date 12/12/2016
Description of changes: First release
Motivation: First document release
Table 13 - Version 1.0
9.12.2 Revision procedures

Certificate Practice Statement revision procedures are similar to drafting procedures. Revisions
are made jointly by the Head of Certification Service, the Head of Security, the Privacy Officer,
the Head of Certification Services, the Head of Legal Department, the Head of Regulatory Affairs
and are approved by Corporate Management.

9.12.3 Notification period and mechanism

The Certificate Practice Statement is published in electronic format in the documentation
section of the InfoCert website (www.infocert.it).

9.12.4 Cases in which the OID must be changed
N/A

9.13 Dispute Resolution Procedures

See the contract governing the service for information on dispute settlement.
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9.14 Court of jurisdiction

For a detailed description of Competent court, please refer to the contracts governing the
service.

9.15 Compliance with Applicable law
This Certificate Practice Statement is governed by Italian law.
Below is a partial list of major applicable legislation:

[1] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC, as amended by Regulation (EU) No
2024/1183 of the European Parliament and of the Council of 11 April 2024 (referred to as
elDAS).

[2] Legislative Decree 82 of 7 March 2005 (Official Journal 112 of 16 May 2005) - Digital
Administration Code (also called CAD) as amended and supplemented

[3] Presidential Decree 445 of 28 December 2000 (Official Journal 42 of 20/2/2001) as
amended and supplemented

[4] Legislative Decree 196 of 30 June 2003 (Official Journal 174 of 29 July 2003) - Privacy Code
- and Regulation (EU) No 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data (in force since 25 May 2018) as amended
and supplemented

[5] Prime Ministerial Decree of 22 February 2013 (Official Journal 117 of 21 May 2013) -
Technical rules on the generation, affixing and verification of advanced, qualified and
digital electronic signatures pursuant to Articles 20(3), 24(4), 28(3), 32(3b), 35(2), 36(2),
and (71)

[6] Legislative Decree 90 of 25 May 2017 implementing Directive (EU) 2015/849 on the
prevention of the use of the financial system for the purposes of money laundering or
terrorist financing, amending 2005/60/EC and 2006/70/EC and implementing Regulation
(EU) 2015/847 on information accompanying transfers of funds and repealing Regulation
(EC) No 1781/2006, rewriting in its entirely, among others, Italian Legislative Decree
231/2007 on the prevention of money laundering and the financing of terrorism,
implementing Directive (EU) 2015/849 (so-called IV Anti-money laundering Directive) as
amended and supplemented

[7] Legislative Decree 206 of 6 September 2005, as amended and supplemented - Consumer
Code

[8] Not used
[9] CNIPA deliberation 45 of 21 May 2009, as amended by subsequent decisions.

The implementation documents required under the elDAS Regulation [1] also apply.
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9.16 Miscellaneous Provisions

See the contract governing the service for any provision not included in this Manual.
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9.17 Other provisions

Service provision times (unless otherwise different agreed) are as follows:

Access to the public certificates archive (including 24 hours per day
certificates and CRL) 7 days per week
Certificate revocation or suspension 24 hours per day

7 days per week
Other activities: registration, generation, publication, = 9:00 AM to 5:00 PM

renewal® Monday to Friday, excluding holidays
9:00 AM to 1:00 PM
Saturday

Time stamp request and/or verification 24hx7gg

(minimum 95% availability)
Table 14 - Service provision times

> Registration is done at the Registration Offices that may have different office hours. In any
case, InfoCert guarantees its services during the hours indicated above.
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ANNEX A
ROOT Certificate: InfoCert Advanced Electronic Signature CA 3

0 1848: SEQUENCE {
41312: SEQUENCE {

8
10

13
16
18

29

31
34
36
38
43

47
49
51
56

73
75
77
82

106
108
110
115

134
136
138
143

188
190
205

220
223
225
227

232

236
238
240
245

3:
1:

1:
13:
9:

0:

154
11:
9:
3:
2:

24
22:
3:
15:

31:
29:

22:

26:
24:
3:
17:

52:
50:

43:

30:
13:
13:

[01¢
INTEGER 2
}
INTEGER 1
SEQUENCE {
OBJECT IDENTIFIER
sha256WithRSAENncryption (12840 1135491 1 11)
NULL
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER countryName (2 5 4 6)
PrintableString 'IT'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER organizationName (2 5 4 10)
UTF8String 'InfoCert S.p.A.'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER organizationalUnitName (254 11)
UTF8String 'Trust Service Provider'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER '2 5 4 97
UTF8String 'VATIT-07945211006'
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
UTF8String
'InfoCert Advanced Electronic Signature CA 3'
}
}
}
SEQUENCE {
UTCTime 12/12/2016 16:45:37 GMT
UTCTime 12/12/2032 17:45:37 GMT

}

154:  SEQUENCE {

11:
9:
3:
2:

24
22:
3:
15:

SET{

SEQUENCE {
OBJECT IDENTIFIER countryName (2 5 4 6)
PrintableString 'IT'

}
}

SET{
SEQUENCE {
OBJECT IDENTIFIER organizationName (2 5 4 10)

UTF8String 'InfoCert S.p.A.'
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}
: }
262 31:  SET{
264 29: SEQUENCE {
266 3: OBJECT IDENTIFIER organizationalUnitName (254 11)
271 22: UTF8String 'Trust Service Provider'
: }
: }
295 26:  SET{
297 24: SEQUENCE {
299 3: OBJECT IDENTIFIER '2 5 4 97
304 17: UTF8String 'VATIT-07945211006'
: }
: }
323 52:  SET{
325 50: SEQUENCE {
327 3: OBJECT IDENTIFIER commonName (2 5 4 3)
332 43: UTF8String
'InfoCert Advanced Electronic Signature CA 3'
}
}
.
377 546: SEQUENCE {
381 13:  SEQUENCE{
383 9: OBJECT IDENTIFIER rsaEncryption (1 2 840 1135491 1 1)
394 O: NULL

396 527: BIT STRING, encapsulates {
401 522: SEQUENCE {
405 513: INTEGER
: 00 D9 FO 76 FEE9 14 07 07 DD 31 2B48 E1 1A 93
DC42 43 C1 ED 3D 96 36 DF 49 F6 A7 E9 58 BB AO
34E28D77771F73CD 17372850 F64D 18 C9
OE7881 DA 1577 028D 1F DAC5 1F 28 E9 5D B2
3F07 3A8F 4D 00 DB 76 40 6A CA D3 87 BA AA 43
7C AE C5E6 2B 60 B8 7E 65 64 F3 F1 06 B2 94 95
6F C51E3E393941 1744 A9 87 E2 D6 EB 08 35
5E 2E 7E 3B E8 6A EO 6E DB 57 F6 32 34 76 36 55
: [ Another 385 bytes skipped ]
922 3: INTEGER 65537
: }
}
.
927 389: [31{
931 385:  SEQUENCE {
935 15: SEQUENCE {

937 3: OBJECT IDENTIFIER basicConstraints (2 529 19)
942 1: BOOLEAN TRUE
945 &5 OCTET STRING, encapsulates {
947 3: SEQUENCE {
949 1: BOOLEAN TRUE

: }

}

: }
952 88: SEQUENCE {
954 3: OBJECT IDENTIFIER certificatePolicies (2 5 29 32)
959 81: OCTET STRING, encapsulates {
961 79: SEQUENCE {
963 77: SEQUENCE {
965 4: OBJECT IDENTIFIER anyPolicy (2 529 32 0)
971 69: SEQUENCE {
973 67: SEQUENCE {
975 8: OBJECT IDENTIFIER cps (1361557 21)
985 55: IASString

'http://www.firma.infocert.it/documentazione/manu’
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‘ali.php'
}
}
}
}
}
: }

1042 228: SEQUENCE {
1045 3: OBJECT IDENTIFIER cRLDistributionPoints (2 5 29 31)
1050 220: OCTET STRING, encapsulates {
1053 217: SEQUENCE {
1056 214: SEQUENCE {
1059 211: [01¢
1062 208: [01¢
1065 39: [6] 'http://crl.infocert.it/ca3/ades/ARL.crl'

1106 164: [6]

: 'ldap://Idap.infocert.it/cn%3DInfoCert%20Advanced'
'%20Electronic%20Signature%20CA%203,0u%3DTrust%20'
'Service%20Provider,0%3DINFOCERT%20SPA,c%3DIT?aut’
'horityRevocationList'

1273 14 SEQUENCE {

1275 3 OBJECT IDENTIFIER keyUsage (2 529 15)
1280 1 BOOLEAN TRUE
1283 4: OCTET STRING, encapsulates {
1285 2 BIT STRING 1 unused bit
: '1100000'B
}
: }
1289 29: SEQUENCE {
1291 3: OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14)
1296 22: OCTET STRING, encapsulates {
1298 20: OCTET STRING
2EB8 3231 EF4F 33137004 23 1D BE 8B 48 9D
B1 5F EO 51
}
}
}
}

C
1320 13: SEQUENCE {
1322 9: OBJECT IDENTIFIER sha256WithRSAENncryption (12 840 1135491 1 11)
1333 0: NULL

o
1335 513: BIT STRING

: 429D E2BD 745470 30 5F 57 6E 3C 6A 5D 27 94
07 85 3E 80 D5 DC DE 56 73 91 34 A2 59 3D 5C 23
AC3B 5552 E31FBC9A CE44 FA72 CE 7A 50 46
FB 9E AB 21 B5 57 B7 89 7E 1B 2B 66 E9 5D F4 AE
5A05ECE3 D3 114B D539A7 B3 1B8C78 C2 9F
BF A2 BE 32 EA 59 OF 7B DA DC 3F EA 53 EA 36 AO
A672C61C61COA2FO0B72E9D 61 BE 89 45 B4
F2C73AB199 A8 13 BE68334935A0 1A 1B 3A

[ Another 384 bytes skipped ]
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ROOT Certificate: InfoCert Advanced Electronic Signature CA 4

01673: SEQUENCE {
41137: SEQUENCE {
8 3 [01{
10 1@ INTEGER 2

.
13 1: INTEGER1
16 13: SEQUENCE{
18 9:  OBJECT IDENTIFIER

sha256WithRSAEncryption (12840 1135491 1 11)

29 0: NULL
S

31 154: SEQUENCE {

34 11:  SET{

36 9 SEQUENCE {

38 3: OBJECT IDENTIFIER countryName (2 5 4 6)
43 2 PrintableString 'IT'
: }
! }
47 24: SET{
49 22: SEQUENCE {
51 3: OBJECT IDENTIFIER organizationName (2 54 10)
56 15: UTF8String 'InfoCert S.p.A.'
! }
: }
73 31: SET {
75 29: SEQUENCE {
77 3 OBJECT IDENTIFIER organizationalUnitName (254 11)

82 22: UTF8String 'Trust Service Provider'

}
: }
106 26:  SET{
108 24: SEQUENCE {
110 3 OBJECT IDENTIFIER '2 5 4 97"
115 17: UTF8String 'VATIT-07945211006'
: }
: }
134 52:  SET{
136 50: SEQUENCE {
138 3 OBJECT IDENTIFIER commonName (2 5 4 3)
143 43: UTF8String
'InfoCert Advanced Electronic Signature CA 4'
}
}
o
188 30: SEQUENCE {
190 13:  UTCTime 07/06/2021 08:35:29 GMT
205 13:  UTCTime 07/06/2036 09:35:29 GMT
S
220 154: SEQUENCE{
223 11 SET{
225 9 SEQUENCE {
227 3 OBJECT IDENTIFIER countryName (2 5 4 6)
232 PrintableString 'IT'
}
: }
236 24:  SET{
238 22: SEQUENCE {
240 3: OBJECT IDENTIFIER organizationName (25 4 10)
245 15: UTF8String 'InfoCert S.p.A.'
: }

N

: }
262 31:  SET{
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264 29: SEQUENCE {
266 3: OBJECT IDENTIFIER organizationalUnitName (254 11)
271 22: UTF8String 'Trust Service Provider'
: }
: }
295 26:  SET{
297 24: SEQUENCE {
299 3: OBJECT IDENTIFIER '2 5 4 97"
304 17: UTF8String 'VATIT-07945211006'
: }
: }
323 52:  SET{
325 50: SEQUENCE {
327 3. OBJECT IDENTIFIER commonName (2 5 4 3)
332 43: UTF8String
'InfoCert Advanced Electronic Signature CA 4'
}
}
S
377 546: SEQUENCE {
381 13:  SEQUENCE{
383 9: OBJECT IDENTIFIER rsaEncryption (1 2840 1135491 1 1)
394 O: NULL

396 527: BIT STRING, encapsulates {
401 522: SEQUENCE {
405 513: INTEGER
: 00 C3BB3C195EB25EA6810D 2131821232
31 D6 D6 BD 7897 7C39 CA15C0 37 AA1D 9B ED
453402 77 EE 95 8C AE 26 CF 87 E4 82 81 E1 D2
346A141C21 BO9EAC976 E378 4F 79 B4 94 2B
40 D8 F8 A7 F5 EA 86 20 58 8F 69 43 759D 21 F3
4CB9E26786B91C 1149 A4 1E A1 4C59 6D 6F
3B 98 E4 EE F4 A1 OF FD 08 9D 5D 8F 01 58 62 0C
9E 57 24 64 AA FF EF AB CD 01 BC9C A1 BB 7A B6
6C F1 48 0ABC 67 25 CB 3B AADF 3B F537 28 FD
F7 1F B8 CB 33 50 94 C4 D1 6A D8 OD 6F 8E 19 B1
4F 7E BA52 EC38 5AE2 ECBF C8 B5 DC 10 BB A7
2B13C7 1863 EF52087371719BD0 14 BB E4
E2 22 557D 33 FC 41 DO D9 55 45 4D A9 B1 8F OF
BD 24 18 9F 55 74 80 C6 31 56 3B C8 93 E1 00 FD
CCET 9A A4 6E AC D5 91 9C BF A4 65 DB 4F 4D CF
ED 49 CF 82 CB A1 A4 BCBO B8 24 OB 2E EE F2 CD
AD 1996 2COF D1 82 AC 14 7F OAE4 E4 FA 76 30
EF 47 92 70 6C 8C 9B 56 DA EF 05 CF 59 74 55 9D
31 5FDEFD A483 6B 1277 AEBB 7C 46 36 9D CB
77 CB9B ED 93 16 8C 6F 88 F7 OF 91 4A F8 C7 5F
68 FB AB A1 63 EO OB 1D AE 16 CE 3D FC 57 CA 04
1TF 9951 EC43 90 A5 46 D9 EF 29 90 DO B9 AE 14
775D D267 2A 01 CEOE6AEF 1278 AD C4 7F CD
57 8F 1E 81 06 07 4B D8 88 14 43 30 50 80 3F 31
CO1E61 EDAAB84930339C9E 4017 E42D C7
61 ACEB E9 5E 3F 16 54 9B F5 74 06 49 BF 48 C2
7129 D2 D8 D4 DE EF 8F A4 E9 52 F54D D9 77 44
28 5AD9 A5 7C B3 E7 5F 39 E5 58 46 BO C7 2C AC
2F0A 2758 1A 17 DD A6 7D F8 78 00 2D OF 51 D1
5A 37 8C 10 AF D3 28 09 60 97 DF 79 D4 37 50 5E
EO F3 82 3E4C 69 BC 60 E3 AC 54 EO 13 B8 A9 9E
91 FA9C 8539 D4 18 DA B6 CB 74 99 44 82 9E 3C
: 43
922 3: INTEGER 65537
: }
}

.
927 215:  [31{
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930 212:  SEQUENCE{
933 15: SEQUENCE {

935 3: OBJECT IDENTIFIER basicConstraints (2 529 19)
940 1: BOOLEAN TRUE
943 5 OCTET STRING, encapsulates {
945 3: SEQUENCE {
947 1. BOOLEAN TRUE
: }
}
: }
950 88: SEQUENCE {
952 3: OBJECT IDENTIFIER certificatePolicies (2 5 29 32)
957 81: OCTET STRING, encapsulates {
959 79: SEQUENCE {
961 77: SEQUENCE {
963 4. OBJECT IDENTIFIER anyPolicy (252932 0)
969 69: SEQUENCE {
971 67: SEQUENCE {
973 8: OBJECT IDENTIFIER cps (136155721)
983 55: IA5String
: 'http://www.firma.infocert.it/documentazione/manu’
‘ali.php'
}
}
}
}
}
: }
1040 56: SEQUENCE {
1042 3: OBJECT IDENTIFIER cRLDistributionPoints (2 529 31)
1047 49: OCTET STRING, encapsulates {
1049 47: SEQUENCE {
1051 45: SEQUENCE {
1053 43: [0]14
1055 41: [0] ¢
1057 39: [6] 'http://crl.cad.infocert.it/ades/ARL.crl'
: }
}
}
}
}
}

1098 14: SEQUENCE {

1100 3 OBJECT IDENTIFIER keyUsage (2 529 15)
1105 1 BOOLEAN TRUE
1108 4: OCTET STRING, encapsulates {
1110 2 BIT STRING 1 unused bit
: '1100000'B
}
: }
1114 29: SEQUENCE {
1116 3: OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14)
1121 22: OCTET STRING, encapsulates {
1123 20: OCTET STRING
84 B0 C8E941167C8FB296 8E 702D 13 DD 14
58 96 87 A2
}
}
}
}
}

1145 13: SEQUENCE {
1147 9: OBJECT IDENTIFIER sha256WithRSAENncryption (12 840 1135491 1 11)
1158 0: NULL

}
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1160 513: BIT STRING

: 09 B7204A 06 28 B6 50 70 6E 46 63 36 OE A1 BF
64 2C 60 F3 A9 23 2A A1 D3 DA 86 E7 OD 4F 99 CD
EO8B1E76 F37C 63 DEFOA851 C397 B8 17 BA
E2 9D 87 CC A6 24 BE C1 D2 6C D7 3A 76 36 D4 5B
OF 7119 DC 61 53 9F F4 OB EE B7 8A 6F B3 AE 2B
4C4B 1192 2F ED B9 OF 254D A1 30 1F 5E EF 7F
0543 5F56 5D 16 2AE4 F8 9C D6 1E DC CB A8 9A
7137 FFFA47 BB 3B 98 504D 7C A0 F1 A1 38 DB
7D C4 B9 50 E6 46 2E 66 09 2B 9B C4 35 C4 6B A3
2D 86 24 9B 29 28 A8 52 3B 09 92 99 F2 4E 9C 05
BE33D7116CCB863D 529740 C5FA6CE213
DD B3 1B 30 E4 DO 4F 08 AF CO B9 27 4D A8 05 7D
BE 73 AE97 F5 BACB D5 A7 6A DB 1900 C4 FO E7
4251 F3EB4A 94 F578 2AB1 F1 29 8A D171 46
D290 BO A8 A0 39 37 4E 74 C6 95 05 41 56 BF 22
CO0 1396 05 F5BA 50 60 93 84 44 A0 D2 91 77 51
52 B9 2532 A3 E9 1376 5E 5ABF 08 76 CO 30 3F
8B 1B D1 0B 04 5C 0D 4F 2B 1F FC 3B D4 F4 DF FE
6A 4030 1B 1D 4C73 DA 7F 46 B5 58 CE C1 14 21
94 42 823901 6A D2 BB 04 60 D5 95 15 96 DA 4F
3CDA7CA566 19 0EE6 DCC970 AEBO F7 D5 7E
60929026 FD 23 5E0C F1 98 DD 92 8B 82 89 F5
4B C1300CBF 10 F5 A2 81 E2 84 2E 85 8E 13 CE
31 D9 107434488695 10 8C 2E F331 40 77 B5
0D A4 01 2A 58 AA A2 90 15 06 07 A6 BO 7E 8F 96
5762158489 FB 7327 F278CD60C85251ED
D9 15 BA 2C 50 EO F2 C6 9F 14 0A 33 ED 5D 98 5C
C1D91149DB64 1E62 B0 F1 B9 CC3393BE49
9E 71 E5 CAB4 3AED 67 9A 92 FD 73 48 83 40 A4
B3 A7 0OA 1F 88 08 OA C8 21 F4 FD 3934 28 90 F8
D82571FC7512A0E9FD 722D E1 EA1C02 7B
55 ECOB5F 7C5B BA D6 E7 BA 1B AB AE 69 80 05

ROOT Certificate: InfoCert Advanced Electronic Signature EC CA 4

0 853: SEQUENCE {
4731: SEQUENCE {
8 3 [01{
10 1:  INTEGER2
o}
13 20: INTEGER 75 1C F9 49 E4 48 C4 C7 77 34 5A 6F CB 7D 5E 55 3D 5B AE 2E
35 10: SEQUENCE {
37 8  OBJECT IDENTIFIER ecdsaWithSHA384 (1 2 840 10045 4 3 3)
.
47157:  SEQUENCE {
50 11:  SET{
52 9:  SEQUENCE {

54 3: OBJECT IDENTIFIER countryName (2 5 4 6)
59 2: PrintableString 'IT'
: }
: }
63 24:  SET{
65 22: SEQUENCE {
67 3: OBJECT IDENTIFIER organizationName (2 5 4 10)
72 15: UTF8String 'InfoCert S.p.A.'
: }
: }
89 31:  SET{
91 29: SEQUENCE {
93 3: OBJECT IDENTIFIER organizationalUnitName (254 11)
98 22: UTF8String 'Trust Service Provider'
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}
: }
122 26: SET{
124 24: SEQUENCE {
126 3: OBJECT IDENTIFIER '2 5 4 97
131 17: UTF8String 'VATIT-07945211006'
: }
: }
150 55: SET {
152 53: SEQUENCE {
154 3: OBJECT IDENTIFIER commonName (2 5 4 3)
159 46: UTF8String
'InfoCert Advanced Electronic Signature EC CA 4'
}
}
Do}
207 30: SEQUENCE {
209 13: UTCTime 15/05/2024 14:22:49 GMT
13: UTCTime 15/05/2036 14:22:49 GMT

224

}

239157: SEQUENCE{

242
244
246
251

255
257
259
264

281
283
285
290

314
316
318
323

342
344
346
351

11:  SET{
9: SEQUENCE {
3: OBJECT IDENTIFIER countryName (2 5 4 6)
2: PrintableString 'IT'
}
}
24 SET{
22: SEQUENCE {
3: OBJECT IDENTIFIER organizationName (2 5 4 10)
15: UTF8String 'InfoCert S.p.A.'
}
: }
31:  SET{
29: SEQUENCE {
3: OBJECT IDENTIFIER organizationalUnitName (254 11)
22: UTF8String 'Trust Service Provider'
}
}
26:  SET{
24: SEQUENCE {
3: OBJECT IDENTIFIER '2 5 4 97"
17: UTF8String 'VATIT-07945211006'
}
}
55: SET{
53: SEQUENCE {
3: OBJECT IDENTIFIER commonName (2 5 4 3)
46: UTF8String
'InfoCert Advanced Electronic Signature EC CA 4'
}
}
}

399 118: SEQUENCE {

401
403
412

419

16:  SEQUENCE {

7: OBJECT IDENTIFIER ecPublicKey (1 2 840 10045 2 1)

5: OBJECT IDENTIFIER secp384r1 (1 3132 0 34)
}

98: BIT STRING
04 5248 48 57 3B 2D 80 C5 21 DO 73 3D 52 A2 45
3B 8E 18 1F EEBB AE 08 82 B8 E2 51 4F 04 98 BE
FB 4769 10 8B F3 5E C6 83 B1 F3 AF D1 63 9E 3E
4D 64 CFE1 D409 89 A841 EF06 C3 C29B B9 16
1102 F2DOE6 1TEA6 2B 33122004 9E 79 38 C6
OF D834 41 C4 C79F8E 9551 D4 E3 7B 2945 8D
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519217: [3]1{4
522 214: SEQUENCE {
525 15: SEQUENCE {
527 3: OBJECT IDENTIFIER basicConstraints (2 5 29 19)
532 1: BOOLEAN TRUE
535 5 OCTET STRING, encapsulates {
537 3: SEQUENCE {
539 1: BOOLEAN TRUE
: }
}
: }
542 88: SEQUENCE {
544 3: OBJECT IDENTIFIER certificatePolicies (2 5 29 32)
549 81: OCTET STRING, encapsulates {
551 79: SEQUENCE {
553 77: SEQUENCE {
555 4. OBJECT IDENTIFIER anyPolicy (2 529 32 0)
561 69: SEQUENCE {
563 67: SEQUENCE {
565 8: OBJECT IDENTIFIER cps (1361557 21)
575 55: IASString
: 'http://www.firma.infocert.it/documentazione/manu’
‘ali.php'
}
}
}
}
}
: }
632 58: SEQUENCE {
634 3: OBJECT IDENTIFIER cRLDistributionPoints (2 529 31)
639 51: OCTET STRING, encapsulates {
641 49: SEQUENCE {
643 47: SEQUENCE {
645 45; [01¢
647 43: [01{
649 41: [e]
: 'http://crl.cad.infocert.it/adesec/ARL.crl'
}
}
}
}
}
: }
692 14: SEQUENCE {
694 3: OBJECT IDENTIFIER keyUsage (2 529 15)
699 1: BOOLEAN TRUE
702 4. OCTET STRING, encapsulates {
704 2: BIT STRING 1 unused bit
: '1100000'B
}
: }
708 29: SEQUENCE {
710 3: OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14)
715 22: OCTET STRING, encapsulates {
717 20: OCTET STRING

807D 38 65 A1 43 A6 49 9C FB F2 FE 6D 55 28 B9
E547 A2 B4
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739 10: SEQUENCE {
741 8. OBJECT IDENTIFIER ecdsaWithSHA384 (1 2 840 10045 4 3 3)
Do)
751 104: BIT STRING, encapsulates {
754 101: SEQUENCE{
756 48: INTEGER
: 04 F7 CF B8 C9 24 7582 3B 7F 3595 38 B2 B4 4D
45 1F AA 96 7F AA 36 E5 27 FB CF 3B 34 00 BF CD
: DB FF B1 99 F5 30 59 AF 09 BC 84 2B 80 69 CE F5
806 49: INTEGER
: 00BC0385698A4077A7D1094213CB 843D
291D 24 FB 4A E6 96 8C 12 BF 8D AF DA 90 9C F5
B7B136 E92D D52C2B5FCC16 COCB C3AB 23
B1
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CRL and OCSP format

Issuer Signature Algorithm Based on the CA root certificate key, chosen from:

sha256WithRSAEncryption [iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1) sha256WithRSAEncryption(11)]

ecdsa-with-SHA256  [iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-SHA256(2)]

ecdsa-with-SHA384  [iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-SHA384(3)]

ecdsa-with-SHA512 [iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-SHA512(4)]
Issuer Distinguished Name InfoCert

thisUpdate Date in UTC format

nextUpdate Date of next CRL in GeneralizedTime format

Revoked Certificates List List of revoked certificates, with serial number revocation/suspension date
Issuer’s Signature CA signature

Table 15 - CRL and OCSP format

CRL and OCSP values and extensions

The CRL have the following extensions

Authority Key Identifier issuerPublicKey 160-bit SHA-1 hash value

CRL number Unique CRL number assigned by the CA

ExpiredCertsOnCRL Date in GeneralizedTime format starting on which expired certificates are keptin
the CRL. The value is set equal to the CA issue date.

Issuing Distribution Point Identifies the CRL distribution point and the purpose: indicates whether the CRL
is generated only for CA certificates, or subject certificates (end-entity)

Invalidity Date Date in UTC format indicating the date starting on which the certificate is

considered invalid
Table 16 - CRL and OCSP values and extension

The OCSP request contains the following fields:

Hash Algorithm sha-1[13143226]0R

sha-256[2 16 8401 101342 1] OR
sha-384[2 168401101342 2]OR
sha-512[2 16 840 1 101 34 2 3]

Issuer Name Hash Hash of the issuer's DN
Issuer Key Hash Hash of the issuer’s public key
Serial Number Certificate serial number

Table 17 - OCSP requests fields
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The OCSP response contains the following fields:

Response Status OCSP response status

Response Type id-pkix-ocsp-basic[1361557481 1]

Responder ID Subject DN of the OCSP response certificate

Produced at Date in GeneralizedTime format on which the response was generated

Hash Algorithm sha-1[13143226] ORsha-256[2 16 840 1 101 342 1] OR sha-384 [2 16 840 1
1013422]ORsha-512[2 168401101342 3]

Issuer Name Hash Hash of the issuer’s Distinguishedname

Issuer Key Hash Hash of the issuer’s public key

Serial Number Certificate serial number

thisUpdate Date in GeneralizedTime format on which the certificate status was verified

nextUpdate Date on which the certificate status could be updated

Issuer Signature Algorithm Based on the key of the OCSP Responder certificate, selected

fromsha256WithRSAENncryption [iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1) sha256WithRSAEncryption(11)]

ecdsa-with-SHA256  [iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-SHA256(2)]

ecdsa-with-SHA384  [iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-SHA384(3)]

ecdsa-with-SHA512  [iso(1) ~member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-SHA512(4)]

Issuer’s Signature [OCSP response Signature]

Issuer certificate [OCSP response signing certificate]

Table 18 - OCSP response fields

OCSP Extensions

The OCSP request can contain the following extensions:

nonce A random number that can be used only once. It cryptographically links a
request to its response to prevent replication attempts. It is contained in a
requestExtensions for the request and can be contained in a
responseExtensions for the response.

Table 19 - OCSP requests extensions

The OCSP response can contain the following extensions:

nonce A random number that can be used only once. It cryptographically links a
request to its response to prevent replication attempts. It is contained in a
requestExtensions for the request, and can be contained in a
responseExtensions for the response.

Table 20 - OCSP response extensions
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